
Vol.:(0123456789)1 3

Journal of Electronic Testing (2023) 39:611–620 
https://doi.org/10.1007/s10836-023-06085-4

A Low Bit Instability CMOS PUF Based on Current Mirrors and WTA Cells

Joseph Herbert Mitchell‑Moreno1  · Guillermo Espinosa Flores‑Verdad1 

Received: 20 June 2023 / Accepted: 7 September 2023 / Published online: 15 September 2023 
© The Author(s), under exclusive licence to Springer Science+Business Media, LLC, part of Springer Nature 2023

Abstract
In this work the electrical behaviour of CMOS winner take all (WTA) cells is exploited to create a novel topology for physi-
cal unclonable functions (PUF) using current mirrors. The basic cell is based on low cascode current mirrors and high-gain 
Sekkerkiran WTA cells. These cells are capable to select a winner neuron according to manufacture process variations. Post-
layout validation of the cell was performed using Cadence Virtuoso tools with a 65nm UMC technology. The PUF energy 
consumption is 5.670pJ/b with native bit instability of 2.294% among 1024 readings considering temperature variations. The 
PUF performance is quantified with uniqueness, uniformity and reliability metrics yielding results of 49.614%, 49.662% and 
97.706% respectively among 1000 considered instances. An average inter-HD=49.837%, and intra-HD=1.570% are obtained 
assuming temperature variation from (-20C ∼ 120C) and 300mV of supply voltage fluctuation, the key generation latency 
is 73ns (8b), while the true randomness of keys is proved by NIST and autocorrelation function (ACF) tests.
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1 Introduction

With the rapid advancement of technology, silicon integrated 
circuits (ICs) have become essential components in electronic 
devices, ranging from smartphones to critical industrial con-
trol systems. This increased reliance on such devices has also 
raised significant concerns regarding the security of their 
hardware. Hardware security issues encompass vulnerabili-
ties that can be exploited to manipulate, gain unauthorized 
access, or compromise the secure functioning of integrated 
circuits. These vulnerabilities can be utilized to acquire sen-
sitive information, such as cryptographic keys, intellectual 
property (IP), or even to execute malicious attacks with the 
purpose of stealing sensitive information [14]. Previously, 

several alternatives were used to store sensitive data in ICs; 
however, these alternatives presented significant drawbacks 
compromising at least one along of the integrity, reliability, or 
availability of the information [7]. Non-volatile memories can 
store sensitive information, but their vulnerability to physical 
attacks or tampering by third parties makes them a high-risk 
option [18], on the other hand, using tokens as storage devices 
is a costly and complex alternative that increases the overall 
complexity and costs of the system.

In CMOS technology, unavoidable phenomena due to the 
constant reduction in FET channel lengths over the years, 
such as variation process and mismatch can be exploited 
in analog systems for security-focused purposes by means 
of the physical device [20]. Physical unclonable functions 
(PUFs) were introduced in the early 2000s as a promising 
concept to implement a solution for hardware security pur-
poses [5]. Since PUFs in silicon extract the unique physics 
characteristics produced during the manufacturing process 
of an IC, which are exploited to obtain challenge-response 
pairs (CRPs) that works as a hard to clonate identifier at 
a very low production and energy cost [2]. From then on 
several works have been proposed focused on leverag-
ing PUFs in a wide range of applications, such as device 
authentication, key generation, random number generation, 
IP protection, anti-counterfeiting of data bases cloning for 
electronic transactions among others , [1, 22]. Unfortunately, 
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environmental variations such as temperature and voltage 
affect PUFs increasing erroneous responses, which leads to 
the generation of false keys [10]. The raw key can be syn-
thesized by error correcting codes or helper data algorithms 
in order to be validated [19]. However, the use of post-pro-
cessing stages open access doors for attackers and increase 
the system overall consumption energy.

For this proposal, the high gain of the cell along with output 
logic circuitry, reduces the zone of low reliability to almost 0, 
allowing any mismatch to be used to create reliable responses. 
Fig. 1(a) shows two curves representing two chips in differ-
ent CMOS technologies and their mismatch dispersion. This 
contrast reveals that older technologies (longer channel) would 
present less dispersion and therefore a higher probability of 
falling into unreliable zones compared to smaller-sized tech-
nologies. Fig. 1(b) demonstrates how an different approach 
transforms the PUF keys from a normal distribution into a 
profile where the majority of bits are secure.

In this work a PUF topology with energy consumption of 
5.67pJ/b based on CMOS current mirrors and winner take 
all (WTA) cells is proposed. In order to generate random 
keys from a macro, the WTA cells are used as current com-
parators [4]. Without using any additional post-processing 
stage, the raw keys obtained were validated as safe due to 

an Intra-PUF variation of 1.570% when temperature varia-
tions from (-20C ∼ 120C) and ±10% of the nominal voltage 
are considered. The proposed PUF achieves uniqueness and 
uniformity metrics of 49.614% and 49.662% respectively, 
with a native bit instability of 2.294% . In addition the true 
variability of the PUF is demonstrated with the standards of 
the National Institute of Standards and Technology (NIST) 
[21] and the autocorrelation function (ACF) [15].

2  Winner Take All Cells

WTA cells are structures widely used in neural network 
hardware implementations capable of selecting only one 
input and annulling the rest of them [6]. Lazzaro’s cell was 
first proposed in [11], the circuit in Fig. 2(a) force N neurons 
to compete, allowing the winner to take all the current Ic, its 
operation is based on the inhibitory action that results from 
an imbalance in the cell. Let be the input currents I1 , Ik and 
IN equal in magnitude, the sizing of mirrored transistor 
equal, while ( ↑ ) or ( ↓ ) indicate an increase and decrease of 
magnitude respectively, the inhibitory action exists when an 
imbalance in the input current such that I1 = Ik = IN + ΔI 
occurs, yielding IN ↑ VN ↑ VgsM2N

↑ IcN ↑ , now, as all the 

Fig. 1  Effect of mismatch 
on output bits reliability. a 
Distribution of mismatch in 
reliability for systems in differ-
ent technologies [9]. Greater 
dispersion occurs when smaller 
technologies are used, reduc-
ing the likelihood of having 
samples in the unreliable zone. 
b Usable cells must move away 
from the unreliable zone, which 
is visualized as "enlarging the 
mismatch"
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currents Ic1 , Ick and IcN are tied to the same supply current Ic 
the other two starts to decrease their magnitudes, so that 
Ic1 ↓ Ick ↓ . Since I1 and Ik can not increase, voltages 
VdsM21

↓ VdsM2k
↓ until Vds = Vgs − Vth and transistors reach 

triode region where Id = �Cox
W

L

(

(

Vgs − Vth

)

Vds −
1

2
V2

ds

)

 , 
from this point onward, as long as the voltage Vds continues 
to decrease, the current will also decrease until it is com-
pletely inhibited.

Based on the fact that Lazzaro’s cell current gain ( Ai ) and 
Rin are small (Eqs. 1 and 2), Sekkerkiran proposed in [17] 
an improvement using cascodes at nodes V1,k,N to increase 
Rin and so Ai increases by the same factor (Eqs. 3 and 4), see 
Fig. 2(b). This increase in Ai benefits the inhibitory action 
by making it more sensitive to the input currents difference, 
requiring a lower ΔI to establish a winner neuron.

Basic design equations for Lazzaro WTA cell:

Basic design equations for Sekkerkiran WTA cell:

(1)Ai = gm21ro11

(2)Rin = ro11

(3)Ai = gm41ro41gm21ro11

(4)Rin = gm41ro41ro11

3  Proposed Basic Cell and PUF Macro

The basic unitary WTA cell utilized is deployed in Fig. 3. 
Input currents I1 and I2 are designed to be equal, but mis-
match and process variations in current mirrors can force 
only one neuron to win, allowing to create two output states 
in nodes Vo1 and Vo2 . The foundations of the proposed PUF 
are based on this fact.

To work properly as a PUF, this cell has low-voltage cascode 
mirrors tied to input nodes in1 , in2 and tail currents in tail (mir-
rors are not shown). It is important to carefully layout the input 
mirrors to minimize mismatch between them and avoid biasing 
the winner cell. The proposed topology takes advantage of mis-
match to create the PUF response. In outcoming sections it will 
be demonstrated that the cell exhibits significant process vari-
ability with low sensitivity to temperature and voltage, making 
it suitable for use as a PUF. The dispersion of the winner current 
when Monte Carlo simulations are considered (only mismatch) 
is shown in Fig. 4(a). These currents lead to a raw response ( Vo1 
or Vo2 ) that still needs to be improved since it is not rail-to-rail, 
as seen in Fig. 4(b). In Fig. 4(c), it is seen that by adding high 
gain AND and OR gates, it is possible to convert the outputs 
Vo1,Vo2 to a single rail-to-rail voltage selected by the challenge 
Vchall . Fig. 5, allows to see that the AND gate receive the WTA’s 
output and the challenge; the OR gate is able to set the PUF bit 
in Vo . Joining together several basic cells in Fig. 6, a PUF macro 
can be created, containing the response of the entire PUF. The 
footprint represents its digital identity, black and white squares 
are logic 0 and 1 states respectively.

Fig. 2  Schematic topology of multineuron two WTA cells

Fig. 3  Input currents as entropy sources using WTA circuits. Output 
nodes are also highlighted, these are not rail to rail
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By having a WTA cell with high gain and sensitive to 
process variations, it becomes possible to generate random 
outputs only dependent on IC’s manufacture, if the input 
currents are implemented with low voltage cascode mirrors, 
parameters such as W, L, Vth will affect the replicas of Iref  
leading to a winner neuron. Proposed PUF macro is shown 
in Figs. 6 and 7, where the entropy is mainly due to the 
amplitudes of the currents I1,2 and mismatch along transis-
tors of Sekkerkiran’s core cell. In order to obtain a voltage 
signal at the output biased on gnd or VDD , voltage buffers 
with CMOS inverters at the output nodes of each neuron are 
used to obtain the voltage Vout1,2 as strong states.

Performing DC analysis, obtaining the curve Iout1 vs I1 , 
see Fig. 8(a), where the slope of the curves represents Ai and 
the sensitivity of the cell with respect to I1 is represented 
by the region with slope different than 0. The immunity of 
the inhibitory phenomenon is validated by the similarity 
between the 6 curves (temperature and voltage are varied 

Fig. 4  Scattering of logic states 
through the basic cell of the 
PUF

Fig. 5  PUF basic cell, with output node highlighted

Fig. 6  Schematic diagram of 
proposed macro, including low 
voltage current mirrors, WTA 
and output buffers
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one at a time), and the sensitivity to mismatch is evidenced 
by the small ΔI required to carry the current I1 from mini-
mum to maximum value. Due to the implementation of ( I1 
and I2 ) with current mirrors, the gain of the PUF is strongly 
dependent on mismatch and process variation, as evidenced 
in Fig. 8(b) (process variation only, no mismatch). By group-
ing several PUF cells in an array, a macro PUF is created, 
Fig. 9, calling n1 the neuron on the left side and n2 on the 
right, these squares represent the polarization of each cell 
of the array, strong stages are included in black and white 
squares (white when n1 wins or black when it loses), the 
gray gamma (red circle) is used to represent the cells that do 
not achieve total inhibition (weak states), finally there are 
states that despite not achieving total inhibition (blue circle) 
are strong enough to set a safe bit. Transitory behaviour of 
cells is deployed in Fig. 10. In a PUF macro of NxM cells, 
certain properties must be fulfilled to guarantee random-
ness and reliability when used as PUF; The macro must be 
invariant, unpredictable and unbiased, while the cells must 
generate strong logical states, unpredictable, robust to envi-
ronmental variations and sensitive to the process.

4  Results

In order to consider the IC’s fabrication process variations 
and mismatch, monte carlo simulations on the PUF macro 
are run with Cadence  Virtuoso©. To valide PUF’s entropy 
true randomness in this technology, NIST and ACF tests 
are performed at nominal conditions, in addition, the reli-
ability and uniqueness are characterized considering dif-
ferent environmental operating conditions in the following 
subsections.

4.1  Inter‑PUF and Intra‑PUF Measurements

As seen in Fig. 11(a), the ability to differentiate different 
PUF over others and its robustness against VDD and tem-
perature variations are demonstrated by inter and intra-HD 
respectively, 1000 chips of 100 bits each are simulated 
obtaining a gaussian form for inter-HD with � = 49.837% , 
� = 4.984% . For intra-HD, 100 measurements were made 
with VDD variation of ±0.12V  over the nominal value of 

Fig. 7  Layout of the PUF 
including low voltage current 
mirrors and output buffers

Fig. 8  DC and AC charac-
teristics including variations 
for voltage, temperature (not 
displayed), and process
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1.2V, and temperature from (-20C ∼ 120C), obtaining val-
ues of � = 1.570% and � = 0.766% , it also exhibits separa-
tions of 32X among intra and inter-PUF distributions. As 
it was previously shown in Fig. 4, the response from a 
single 500-bit instance is used to determine the percent-
age of unstable outputs bits. An unstable bit is produced 
by the PUF when mismatch and process variation together 
are unable to establish a winner neuron for any tempera-
ture. The dots out of the bars on the extremes, represent 
more sensitive cells, being 2.2% of the total bits (11 out of 
500). Measurements of the same PUF instance under the 
same challenge were performed to verify the behavior of 
unstable bits in Fig. 11(b), where the (32 x 32) bit array 
footprint is displayed. It is observed that among tempera-
tures of -20C, 60C and 120C, there were 18 non-reliable 
cells, yielding a bit flipping rate of 1.758% . (For a test 
performed in the array of (64 x 64) the bit flipping rate 
obtained was 2.142%).

4.2  Uniqueness, Uniformity and Bit‑Aliasing

Uniqueness is a measure that allows a PUF instance to be 
individualized from a group of PUFs of the same type. If 
k devices are considered, the uniqueness between the PUF 
instances PUFi and Pj which produce Ri and Rj responses is 
calculated as:

On the other hand, uniformity of an n-bit PUF for an 
instance i measures the proportion of 1 and 0 bits of each 
response, ri,l is the l-th bit of the response for an instance i. 
It is defined as its Hamming weight percentage:

(5)(Uniq) =
2

k(k − 1)

(k−1)
∑

i=1

k
∑

j=i+1

HD(Ri,Rj)

n
∗ 100

(6)(Uniformity)i =
1

n

n
∑

l=1

ri,l ∗ 100

Fig. 9  PUF macro, grayscale 
colors squares represent the 
steadiness of the output bits

Fig. 10  Transistory behavior 
of the PUF cell. Secure and 
unsecure instance



617Journal of Electronic Testing (2023) 39:611–620 

1 3

Similarly, bit-aliasing allows to know if different chips 
may produce identical PUF responses which is an undesir-
able outcome. The bit-aliasing of the l − th bit of the PUF is 
calculated as the percentage of Hamming weight for l − th 
bit of PUF across k devices.

where ri,l is the l − th binary bit of an n − bit response for 
a chip i.

For 400 PUFs instances of 100 bits each, measurements 
of uniqueness, uniformity and bit aliasing were performed, 

(7)(Bit − aliasing)l =
1

k

k
∑

i=1

ri,l ∗ 100,

Fig. 12 shows the results with statistical parameters for 
each temperature considered, (from measurements at dif-
ferent VDD similar results are gotten but not displayed). From 
Fig. 12(a) and (b) it is emphasized that under any VT condi-
tion the bias of the PUF remains around 50% , and Fig. 12(c) 
shows that there are no bits biased at any conditions, the ran-
domness and bit independence of the PUF is demonstrated.

4.3  Temperature and Voltage Variations

The variations in temperature and voltage of the PUF are 
quantified using the Hamming weight (HW) for the same 
32 x 32 array (1024 bits) used in Subsection 4.1. To do this, 

Fig. 11  Inter and Intra PUF 
measurements

Fig. 12  Study on the impact of 
temperature on main PUF met-
rics, a Uniqueness b Uniformity 
c BitAliasing per bit
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a nominal response is obtained and used as a reference to 
be compared against responses affected due to variations 
Fig. 13. Then the percentage of HW and the number of bits 
are calculated. For temperature, the nominal value is 60 cel-
sius, the response is obtained for each variation, the results 
are in the table in Fig. 13(a). The process is similar for volt-
age variations, where the nominal 1.2V of the technology is 
used Fig. 13(b). The total native bit instability considering 
temperature and voltage variations is 2.294% . These results 
show that as PUF’s operating conditions move away from 
the nominal, there is an increase in the HW. It is important 
to keep the native instability percentage as low as possible, 
so that, the use of additional hardware such as base cells or 
post-processing for BER reduction can be avoided.

4.4  Unpredictability Validation with NIST and ACF tests

True unpredictability of the PUF is verified through NIST 
and ACF. NIST tests are performed in Table 1, due to this 
limited data tests named non-overlapping template and 
universal statistical were not possible to run; all the other 

validation NIST were successful. A white noise bit stream 
must have an ACF mean value close to zero at 95% con-
fidence level. In Fig. 14, the ACF for 10000 bits (100b x 
100PUF) presents statistical values of � = −1.2848 ∗ 10−5 
and � = 0.0032 at the confidence level of ±0.006 , these 
results are remarkable prove the PUF random unpredictabil-
ity and capability of resilience under autocorrealtion attacks.

4.5  Comparison with the State of the Art

In Table 2, the comparison between this work and the state-
of-the-art in CMOS technology is evident. The sources of 
entropy differ for the majority of works. The percentage of 
native unstable bits is a metric that, when addressed from 
the PUF circuit design perspective, can lead to a reduction in 
the required resources to improve the BER. For this work, all 
unstable bits are due to voltage and temperature variations, 
so temporal and spatial run-time stabilization techniques 
(SMV/TMV) will not be required to improve the BER. 
The proposed PUF achieves good performance metrics and 

Fig. 13  Measurements of native 
bit instability against tempera-
ture and voltage variations

Fig. 14  Autocorrelation function (ACF) of 10000 bits generated

Table 1  NIST test performed over the PUF responses

P-VALUES AND THE PROPORTION OF PASSING SEQUENCES

P-VALUE PROPORTION STATISTICAL TEST PASS?

0.014551 59/59 Frequency YES
0.001030 57/59 BlockFrequency YES
0.037566 58/59 CumulativeSums YES
0.401199 59/59 Runs YES
0.012650 59/59 LongestRun YES
0.693720 59/59 Rank YES
0.286321 59/59 FFT YES
/ 55/59 NonOverlappingTemplate /
0.886589 59/59 OverlappingTemplate YES
/ 59/59 Universal /
0.152172 59/59 ApproximateEntropy YES
0.102526 58/59 Serial YES
0.631643 54/59 LinearComplexity YES
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examines the raw keys without any post-processing. If neces-
sary, conventional techniques such as error correction codes 
or helper data algorithms can be applied to achieve even 
better results in metrics at the expense of increased global 
energy consumption.

5  Conclusion

A CMOS current mirror WTA based PUF was presented in 
this article, the basic cell proposed achieves high gain and a 
strong inhibition effect, both sensitive to mismatch and pro-
cess variations which forces a random neuron to be the win-
ner for all environmental conditions by consuming energy of 
5.67pJ/b. A PUF macro using an array of NxM cells creates an 
unique, unpredictable and low native bit instability footprint 
for each instance, able to produce strong PUF bits states in 
the vast majority of cases ( 97.706% of reliability), PUF true 
randomness was validated with NIST and ACF tests, with 
solid key generation latency of 73ns (8b) for nominal opera-
tion condition. As a result of this macro implementation, the 
PUF presented inter-HD and intra-HD measurements close 
to ideal values, a bit flipping rate of 2.142% . PUF metrics 
of uniqueness and uniformity were also valued close to ideal 
when environmental variations are considered.

Data Availibility The datasets generated during and/or analyzed dur-
ing the current study are available from the corresponding author on 
reasonable request.
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