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Abstract—Integrated sensing and communications (ISAC) is
one of the crucial technologies for 6G, and channel state infor-
mation (CSI) based sensing serves as an essential part of ISAC.
However, current research on ISAC focuses mainly on improving
sensing performance, overlooking security issues, particularly the
unauthorized sensing of users. Hence, this paper proposes a
diffusion model based secure sensing system (DFSS). Specifically,
we first propose a discrete conditional diffusion model to generate
graphs with nodes and edges, which guides the ISAC system
to appropriately activate wireless links and nodes, ensuring the
sensing performance while minimizing the operation cost. Using
the activated links and nodes, DFSS then employs the continuous
conditional diffusion model to generate safeguarding signals,
which are next modulated onto the pilot at the transmitter
to mask fluctuations caused by user activities. As such, only
authorized ISAC devices with the safeguarding signals can extract
the true CSI for sensing, while unauthorized devices are unable
to perform the effective sensing. Experiment results demonstrate
that DFSS can reduce the activity recognition accuracy of the
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unauthorized devices by approximately 70%, effectively shield
the user from the illegitimate surveillance.

Index Terms—Generative Al, integrated sensing and commu-
nication, wireless sensing security.

I. INTRODUCTION

NTEGRATED Sensing and Communication (ISAC) is an

emerging technology, which integrates wireless sensing and
communication into a single system, effectively utilizing the
network resources to simultaneously perform data exchange
and environmental sensing [1]. Such integration not only
enhances the spectral and energy efficiency, but also reduces
operation and hardware costs, offering broad applications in
various scenarios [2], [3], [4], [5]. A representative example of
ISAC is the channel state information (CSI) based sensing [6],
which has seen rapid advancement over the last decade. This
technology involves the processing and analysis of CSI from
wireless communications networks to sense humans, including
their locations, activities, and even breathing and heart rates
[7].

In CSI-based sensing, the research is comprehensive but
faces major security weaknesses. Rigorously, these systems
rely on the CSI, which is derived based on the communication
protocols and pilot signals shared between the signal trans-
mitter and receiver in wireless communications networks [8].
This implies that any standard wireless device in open spaces
can intercept these signals and use the standardized pilot
signals to measure the CSI. By processing and analyzing CSI
measurements, unauthorized devices can then glean insights
into an individual’s daily activities [9]. For example, an unau-
thorized access point (AP) could capture Wi-Fi signals and
extract CSI to deduce the gait information, posing a serious
threat to individual privacy [10]. Another major concern is
the vulnerability to attacks from rogue APs, such as using
customized APs to capture and modify signal amplitude and
phase to create spoofing signals. These spoofing signals are
transmitted to disrupt legitimate sensing, adversely impacting
the performance of the ISAC system [11]. Figure 1 depicts
CSI-based sensing and two primary security challenges in
CSI sensing systems, emphasizing the crucial need to protect
individuals’ daily activities from unauthorized AP monitoring.

To shield users from unauthorized surveillance, an effective
approach is to design and generate a safeguarding signal
and modulate it onto the pilot signals for CSI estimation,
thereby masking the signal fluctuations caused by the user
activity. Here, it is crucial that this safeguarding signal remains
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a. Authorized device performs legitimate
sensing and communications.

Bob: the user is
v doing burpees

g

53 doing burpees

b. Unauthorized device performs illegitimate sensing
without affecting legitimate sensing and communication.
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Marvin: the user
is doing burpees

c. Unauthorized device performs illegitimate sensing,
while affecting legal sensing and communication.

Eve: the user is

Fig. 1. The principles of CSI based sensing and two main types of security issues. Here, Alice is the ISAC device which transmits the wireless signal, and
Bob is the authorized device, which performs legitimate sensing of the user. Eve is an unauthorized eavesdropper who performs illegitimate sensing of the
user by capturing and processing the signals. Marvin is an unauthorized attacker who can not only sense the users, but also generate spoofing signals to

disrupt legitimate communications and sensing.

unreconstructable by unauthorized devices. Moreover, the sig-
nal generation must adapt to changes in external conditions,
thereby ensuring universality. The recent progress in artifi-
cial intelligence generated content (AIGC) [12] has led to
the development of generative Al (GAI) models, providing
support for the safeguarding signal generation [13].

Within the field of GAI, diffusion models have gained
particular attention as they can generate high-quality text,
images, and videos based on user prompts [14], providing
solid support for applications such as DALL-E. Furthermore,
diffusion models also excel in signal denoising [15] and
generation [16], delivering many unique advantages. First,
they demonstrate creativity, capable of producing data that
resembles yet differs from the training data, thereby ensuring
diversity. Second, they generate data through a denoising,
which relies on specific network parameters and random
seeds, leading to unpredictable results. Furthermore, they
can fine-tune the generation process to match user prompts
or generation condition closely [17], exhibiting considerable
adaptability. These characteristics make diffusion models a
suitable choice for safeguarding signal generation.

Building on the discussion above, we propose a diffusion
model based secure sensing system (DFSS). Specifically, we
first propose a discrete conditional diffusion model to generate
the graph with nodes and edges. This graph guides the ISAC
system to activate wireless links appropriately for sensing,
ensuring performance while minimizing link activation for
cost-effective operation. Then, DFSS employs a continuous
conditional model to generate safeguarding signals. Compared
to methods based on predefined algorithms and codebook
design, the generated safeguarding signals show greater ran-
domness and diversity, making them harder to replicate. These
signals are then modulated onto the pilot symbols at the
transmitter to mask fluctuations caused by user activities. At
the receiver, authorized devices use the same model and seed
to generate identical safeguarding signals, enabling them to
extract real CSI for communication and sensing. However,
unauthorized devices are unable to generate the safeguarding
signal, and hence fail to extract CSI for sensing. In summary,
the contributions of this paper are as follows.

e We propose a discrete conditional diffusion model
(D-CDM) to generate graphs by using ISAC device
distribution and user locations as conditions. These graphs
guide appropriate activation of wireless links and nodes,

ensuring optimal sensing performance while minimizing
the costs for efficient ISAC network operation.

e We design safeguarding signals based on the charac-
teristics of signal fluctuations caused by human indoor
activities. We develop a dataset to train a continuous dif-
fusion model. This enables the generation of safeguarding
signals based on activated links and nodes and the user to
be protected. The generated signals exhibit diversity and
randomness, making them challenging for unauthorized
devices to replicate.

e We propose to modulate the safeguarding signals onto
the pilot at the transmitter, which prevents unauthorized
devices from extracting the real CSI for sensing. Com-
pared to existing methods, our approach does not require
additional equipment or prior information such as the
location of unauthorized devices, making it more cost-
effective and practical.

e We evaluate the DFSS using software-defined radio
devices. Taking activity recognition as an example, the
results demonstrate that DFSS can reduce the activity
recognition accuracy of the state-of-the-art system by
about 70%, confirming its effectiveness in protecting users
from illegitimate sensing.

II. RELATED WORK
In this section, we review existing CSI based sensing
systems and analyze the security issues within them.

A. CSI Based Sensing

With the proliferation of wireless devices, CSI-based
sensing technologies have been significantly advanced.
Researchers have proposed various CSI-based sensing sys-
tems, including localization [18], [19], activity and gesture
recognition [8], [20], respiratory and heartbeat monitoring
[21], [22], and authentication [23]. In [24], the authors trained
the weights of the deep network as fingerprints and employed
a greedy learning to reduce complexity. Then, they used a
radial basis function-based probabilistic approach to achieve
localization, with a mean error of approximately 0.94 m. The
authors in [13] employed clustering to analyze the multi-
domain parameters of reflections caused by humans. This
facilitated the human flow detection, especially the number of
subflows and subflow sizes, achieving the detection accuracy
of 92% and 91%, respectively. For activity recognition, the
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authors in [25] proposed an attention-based bi-directional long
short-term memory network to learn features from sequential
CSI measurements in two directions, achieving an overall
recognition accuracy of 97.3%. For small scale sensing,
the authors in [22] derived breathing signals from the CSI
phase difference between antennas, and then integrated the
signal matching algorithm with the peak detection to esti-
mate respiratory rates. In single-user scenarios, evaluations
show an estimation error of less than 0.5 bpm in 96% of
cases.

B. Security in CSI Based Sensing

In a CSI sensing system, there are two main types of
security issues. The first type involves unauthorized devices
performing illegitimate sensing to obtain user’s relevant infor-
mation [26], as shown in part b of the Fig. 1. For instance,
the authors in [27] proposed a signal propagation model that
converts eavesdropped CSI into those of legitimate devices.
Then, they added user identification models into the substitute
model set for training the signal pattern calibration generative
model, enabling the eavesdropping of user activity with an
accuracy of up to 80%. Given that various hand coverage
and finger movements create unique interference to signals,
the authors in [28] extracted temporal and frequency domain
fluctuations of CSI and employed dynamic time warping to
achieve keystroke recognition, allowing eavesdrop on user
passwords. Evaluations show that the system achieves an
average classification accuracy of 93.5%.

The second type is to attack the legitimate sensing, leading
the authorized system to make wrong decisions [11], as shown
in part ¢ of the Fig. 1. For example, the authors in [29] intro-
duced a signal synthesis scheme to generate adversarial signals
with specific motion features. Then it employed a closed-
box attack strategy to address discrepancies between the
perturbation space and the classifier’s input space, misleading
the sensing system into incorrect gesture classification. Exper-
imental results demonstrate that the average attack success rate
of this system is over 70%. The authors in [30] developed an
adversarial perturbation to degrade sensing performance, while
also designing a mask to confine the perturbation to targeted
areas, minimizing its impact on communication. Evaluations
indicate that it can reduce the accuracy of the sensing model
to below 50%, while decreasing the impact of perturbation on
bit error rate by 77.78%.

For above security concerns, researchers have developed
some effective solutions [31]. For instance, in RF-protect
[32], the authors designed a novel hardware reflector that
can modify radio waves by creating fake reflections, thereby
masking the reflection caused by the user and protects the
user’s privacy. In MIRAGE [33], the authors combined beam-
forming and phase adjustment to prevent signal receivers
from accurately filtering out parameters of the direct signal
from the user to the receiver. This prevents the unauthorized
receivers from locating the user, thereby ensuring the security
of the user’s location information. Moreover, in WiShield [34],
the authors designed a component at the receiver to change the
amplitude and phase of the signals received by the antenna.
This disrupts the signal parameter estimation, such as AoA,
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thereby preventing the unauthorized sensing of user location
and activities.

As mentioned above, existing works have discussed secu-
rity issue in sensing and proposed some solutions. However,
these solutions often require additional equipment or prior
knowledge, such as the location of unauthorized devices,
which is impractical. Therefore, this paper introduces DFSS,
which designs and generates safeguarding signals via diffusion
model. Then, it modulates them onto pilot to mask fluctua-
tions caused by user activities, preventing illegitimate sensing
by unauthorized devices. Here, DFSS employs the random
sampling based Markov diffusion model. Compared to non-
Markov diffusion models [35], it offers greater diversity in
the protective signals generation, making them difficult to
replicate. Moreover, unlike above mentioned methods, DFSS
does not require additional hardware or prior knowledge,
enhancing its practicality in real-world scenarios.

ITII. SYSTEM DESIGN

A. System Overview

The system consists of three main modules, as shown in
Fig. 2. First, by taking the spatial distribution of ISAC devices
and user location as inputs, we propose D-CDM to generate
a graph, which guides the activation of wireless links, as well
as signal transmitters (Txs) and receivers (Rxs) for sensing.
Next, we use a continuous conditional diffusion model to
generate a safeguarding signal given the activated links, and
locations of Txs, Rxs, and user. Finally, the Tx modulates
the generated safeguarding signal onto the pilot and then
transmits it for user sensing. In this way, the signal fluctu-
ations caused by user activities are masked by the modulated
safeguarding signal. Therefore, only authorized Rx can use the
same diffusion model, inputs, and random seed to regenerate
the safeguarding signal, thereby extracting true CSI data for
effective sensing and communication. Unauthorized devices,
however, are unable to reproduce the same signal for CSI
extraction and user sensing, therefore shielding users from
illegitimate surveillance.

B. Signal Model

Consider an ISAC link that includes an orthogonal fre-
quency division multiplexing (OFDM) signal transmitter and
a receiver. When the receiver receives signals, it estimates
the CSI using the pilot shared between the transmitter and
receiver for sensing and communication. Assuming there is
no inter-carrier interference (ICI) [36], the pilot signals for
the N subcarriers can be expressed as a diagonal matrix
X = diag(X[0], ..., X[N —1]), where X [n] indicates the
pilot signal on the n-th subcarrier. Let H [n] be channel gain
of the n-th subcarrier, then the received pilot signals can be
expressed as Y 2 X x H, where H=[H[0],...,H[N - 1]].
Based on Y and the predefined X, H can be estimated by
minimizing the following cost function

J(A) = |Y -xH|’

= (Y -XxH)" (Y - XH)
=YY - YOXH - /XY + H/XPXH. (1)
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Fig. 2. The framework of the proposed DFSS. DFSS consists of three primary modules, including graph generation, safeguarding signal generation, and
signal modulation. The first module generates the graph with nodes and edges based on the locations of users and the distribution of ISAC devices, guiding
the activation of sensing links and nodes. Subsequently, the second module generates safeguarding signals by utilizing the obtained graphs and user locations.
Finally, the third module modulates these safeguarding signals onto a pilot to mask the CSI amplitude fluctuations triggered by user activities. In this way,
authorized devices can use the safeguarding signals to extract actual CSI from the captured signals for legitimate wireless sensing, whereas unauthorized

devices are unable to do so, thereby preventing illegitimate sensing.

Let

aJ () /oH = -2(X"Y)" + 2(X*XH) =0,  (2)
then the channel estimation can be obtained
A = (X*X)"'X"Y =X"'Y. 3)

For the n-th subcarrier, the CSI at time ¢ can be expressed as

H(fn’ H= e_jsHs (ﬁts 1)

+e Y (f ) eI
leP,

“4)

where e7/¢ is the phase offset, H, (f,, ¢) is the sum of CSIs for
static propagation paths, P, is the set of dynamic paths caused
by the moving user, @; (f,,?) is a complex number including
the attenuation and initial phase of the [-th path, e=/2%/d®/c jg
the phase shift caused by the length change of the /-th dynamic
propagation path, and ny, ; is the noise.

Based on (4), we can obtain |H (f;,, t)|2, shown as (5) at the
bottom of the page. Here, V¥ (n f,,,t) represents the power of the
cross terms that are multiplied by noise, v; is the rate of length
change of the /-th dynamic path, d; (0) is the initial length, 6
and 6y denote initial phases, Avyy = v;—vy is the rate difference
between two paths, and Ady (0) = d;(0) — dy (0) represents
the initial length difference. From (5), we can observe that
the CSI power is composed of a series of constants and

sinusoids, with the overall intensity dependent on |Hj (f,, ?)|.
Additionally, the overall fluctuation characteristics of the CSI
are primarily determined by the third term with the intensity
smaller than |H (f,, t)|2, which is a constant. As different user
activities result in various v;, the user activity recognition can
be achieved by extracting and analyzing fluctuation character-
istics. To mitigate fluctuations caused by user behaviors, this
paper proposes to generate the safeguarding signal s(f,,?),
which is then multiplied with the pilot signals used for CSI
estimation at the transmitter. Hence, based on X, we have

X' =diag(s(fo,H X[0],...,s(fn-1,DX[N=1]). (6)

The generated safeguarding signal is shared only between
authorized transmitters and receivers. Therefore, based on (1),
for the authorized receiver, we have H = (X’)_IY’, where
Y’ is the signal received when X’ is transmitted. For the
unauthorized receiver, H = X"'Y’. On this basis, according
to (4) and (5), we have

H (£ OF = Yl (s OF + Hy (£ OF + Y 21H, (for ) 1 (f D)l cOs [ 27, (it + dy (0))/c + 0]

lePy lePy

+ Z (2ley (fn, D) @r (s DI X cos rfy, (Avipt + Ady (0))/c + ) + ¥ () -

Ll'eP,

\H' (fu 0| = 15 G OPIH (fos DI, %
where
H' (f,0) = €5 (f, 0) Hy (fors 1) + 1 1.
e s (fu ) (fn 1) e A0 ()
lePy
(5)
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For instance, if the CSI power is |H,y ( fn,t)l2 when the
user waves hand, then the safeguarding signal can be set as
1/|H,n (f4, 1), thereby the CSI power received by unauthorized
receivers is 1 = 1/|HW;1 (fn,t)l2 X |Hyp, (fn,t)lz. In this way,
the safeguarding signal can effectively mask signal fluctuation
caused by user’s gestures. Here, the fluctuation characteristics
are determined by several parameters, mainly include Py, v;,
and d; (0). While the overall intensity is primarily determined
by the static paths, which are directly related to the locations
of the signal transmitter and receiver. However, in practice, it
is challenging to obtain these parameters, making it impossible
to calculate 1/|H,y, (f, )| directly.

Given the strong generation capabilities of GAI hence, this
paper first proposes D-CDM, which generates graph based on
the given ISAC device distribution and user location to guide
the activation of wireless links and signal Txs and Rxs. On this
basis, the continuous diffusion model is utilized to generate
the safeguarding signal by using the activated links, nodes,
and user location as conditions. This signal is then modulated
onto pilot signals to mask the signal fluctuations caused by
user activities, thereby providing user with protection against
unauthorized surveillance.

C. Graph Generation for Link Selection

Given the distribution of ISAC devices and the user location,
we first determine the sensing link and signal Tx and Rx.
Treating signal transmitters and receivers as nodes, sensing
links as edges, and the user location and device distribution as
conditions, this paper proposes D-CDM to generate a graph
to guide the ISAC system to activate appropriate links and
devices, ensuring effective and economical system operation.

1) Problem Formulation: Based on (6) to (8), we can
observe that the dynamic path contains all the information
related to user activity. Therefore, the sensing signal-to-noise
ratio (SSNR), which is the ratio of the dynamic path power
to the sum of the noise power and the static path power, can
be used to characterize the sensing performance

>l (f DI

leP,

|HS (ﬁh t) + nfn,t

Here, a higher SSNR implies better sensing performance.
According to [37], given the signal transceiver pair, the SSNR
can be further expressed as

SSNR =

3 €))

vo
An(drodp)? (y0 ) d3 + b)’

where 9 is positively correlated with both signal transmission
power and antenna gain, o represents the effective reflection
area of the user, dr, and dg, denote the distances between
the user and the signal transmitter and receiver, respectively, y
and b are two constants for a given transceiver pair and can be
measured in advance, and dp, is the path length of line-of-sight
(LoS) path. As can be seen from (10), the sensing performance
depends on the distance from the user to the signal transmitter
and receiver. Given the spatial distribution of devices and user
location, it is essential for an ISAC service provider to ensure
the sensing performance while minimizing the cost. Thereby,

SSNR =

(10)
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the problem of selecting optimal sensing links, Txs, and Rxs
can be formulated as the following optimization problem

m(?.X{ UL]( = CL’]SSNRT - a’z# (T)C) - 61’3# (Llnk)}

s.t., #(node) > #(Tx) > 1,
#(node) > #(Rx) > 1,
#(Tx) x {#(node) — #(Tx)} > #(Link) > 1,
Tx # Rx,
Tx > T'x,

Rx <+ R'x,

Y

where S S NR7 is the sum of the SSNR for all links, G is the
matrix that describes the link and node activation, «a, @, and
a3 are weighting factors, #(T'x), # (Rx), # (Link), and # (node)
denote the number of signal transmitters, receiver, links, and
the total number of ISAC devices, respectively, Tx <> Tx’
means no link among transmitters, and Rx < Rx’ indicates no
link between receivers. !

2) Graph Generation: To solve the above optimization
problem, we propose D-CDM to generate the optimal Gg for
activation. Unlike diffusion models for images, which add and
remove noise at each pixel, D-CDM operates on the nodes and
edges [38]. Therefore, the state space consists of node types
and edge types. Specifically, we adopt one-hot embedding [39]
to encode node and edge types. This encoding is preferred
primarily because it aligns with the discrete nature of the graph
diffusion process, where transitions between categorical states
are modeled via Markov matrices. Let k; represent the one-
hot encoding of the attributes for node i. Then, by organizing
encodings into a matrix, we obtain K. Similarly, E is used to
group the one-hot encoding e;; of each edge. On this basis,
the optimal edge and node selection scheme can be expressed
as Gy = (Ko, Ep). For any node and edge, the transition
probabilities at the #'-th step are defined as

[QF]; = =jK"=1) (12)

and
[QtE']i/j/ — q(el — jl et—l — i’), (13)
respectively, where i, j € {1,...,a} and ¢, j € {1,...,d’} are

the types of nodes and edges, respectively. Based on these
transition matrices, the forward diffusion process is

T
4(Gr1Go) = [ [4(Gr1G,-1)

=1

T
= l—[ (KoQ/, EoQy)

=1
= (KoQf . EoQf) .

where T is the total number of noise addition steps.
Based on the forward diffusion, D-CDM performs con-
ditional denoising to generate graphs using the denoising

(14)

'In the proposed framework, the Rx not only receives the wireless signal
but also processes it, whereas the Tx only transmits the wireless signal, as
typical communications. This implies that the Rx holds higher operational
costs than that of the Tx. Hence, Tx and Rx are treated as two distinct types
of nodes in our modeling.
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network parameterized by 6. Using the distribution of ISAC
devices and user location as conditions and the noisy graph
as input, the denoising network can generate a clear graph
through denoising, which maximizes U g as defined in 11.
Rigorously, This denoising process is

T
Po(Go|Gr . D) = p(Gr) [ [ po (Gr—1 G . D),

=1

5)

where D is the generation condition, and

Po(Gr-11Gy D) = [ ] po (K., IG+ . D)

1<i<a

node

X 1_[ Do (6;:]_,1 |Gl’ ’D) .

1<?,j'<a

(16)

edge

For each term of a node, we have
Po (ki/_l |G »D)
= / po(ki_y |k, Gy, D)dpy (K'|G, , D)
kl

= ZPe (ki |K' =k, Gy, D) pi (k) ,
keA

a7)

where A is the space of categories for nodes.” Similarly, for
each term of an edge, we have

Po (eﬁzl G, D)
=Y ps (eﬁ:fl e/ =e, Gz/,D)ﬁﬁ;j’ ().

ecA’

(18)

where A’ is the space of categories for edges. Based on the
constructed denoising network, we need to further refine its
network parameters to facilitate the D-CDM in generating the
optimal graph for sensing links and nodes activation. By using
Uk as the reward function, here the goal is to maximize the
expected reward over the sample distribution

JEer (0) = Egy~pyGo) [ (Go)]

where r(-) is the reward function defined by (11). However,
optimizing Jgg (6) directly is challenging as the likelihood
po (Go) is unavailable.

In DDPO [40], the authors considered the denoising process
as a sequential decision operation and modeled it as a Markov
process. Then, the policy gradient [41] can be derived and
the diffusion model can be optimized using reinforcement
learning (RL) methods. Specifically, at each timestep, the RL
agent observes a state, takes an action according to the policy,
obtains the reward, and then moves to the new state. As
the agent acts in this Markov decision process, it produces
trajectories, which are sequences of states and actions. The RL
objective is for the agent to maximize the expected cumulative
reward over trajectories sampled from its policy. Inspired by

19)

2The categories of nodes should be defined according to a specific applica-
tion. In this paper, nodes are mainly classified into two categories, including
signal transmitters and signal receivers.
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DDPO, we model the discrete graph diffusion as a Markov
process:

s, 2 (Gr—p, T-7)

ar - Grr

70 @y 150) 2 po (Gry—1 IGr—y)
r(Gy), =T

0 U <T,

(20)

A
r(sy,ay) =

where s, and a, represent the state and action at the #'-th
step, respectively, my is the policy corresponding to the
reverse transition distribution, and r(s,,a,) is the reward.
In this way, the graph generation process, denoted as
{G7,Gr-1,...,Gp}, can be regarded as a state-action trajec-
tory produced by agent actions within the Markov process
¢ = {(sp,ap), (s1,a1), ..., (s7,ar)}. According to (20), we have
ZIT,ZOr(s,r,a,r) = r(Gyp). Hence, the expected reward of the
agent can be denoted as

Jc (0) = Bpginy) [7 (©)] = Epyicon) [ (Go)] .

We can obverse that J¢ (0) is equivalent to Jgg (8). Since J¢ (6)
is derived from the Markov process, we can use the RL to opti-
mize it. On this basis, we further formulate the policy gradient
corresponding to Jc(6). Given Je (8) = Ep g, [7 (Go)l, we
have

21

T
VoJc (0) = Eg |:T(G0) Zve log py (Gy-1 Gy ):| ,  (22)

r=1
which is generally intractable. Hence, we adopt Monte Carlo
estimation to approximate (22), obtaining

7Y ¥ r(6§) Velogpe (62, 62)

zeZt'el

VoJc (6) = . (23)
1ZIr

where Z and I represent the sets of sampled trajectories and

timesteps,’ respectively, and GE)Z)T z=1,...,Z are Z trajecto-

ries sampled from py (Go.r). Essentially, the policy gradient
estimation in (23) is a weighted summation of gradients,
which can produce fluctuating and unreliable policy gradient
estimates when the number of Monte Carlo samples is limited.
To address this issue, (23) is further modified into

T X r(G5) Volog pu (6562

zeZt'ell

VoJc (0) =

1Z| &4

As can be observed, the potential number of graph trajec-
tories is vast. Therefore, we can group them into different
equivalent classes where trajectories with the same Gg‘) are
considered equivalent. In this way, the number of these classes
is less than the total number of graph trajectories, and the
optimization can be performed over the classes, which is
simpler than optimizing in the entire trajectory space. Finally,
we perform gradient ascent to optimize the policy. Specifi-
cally, VoJ(- () is used to update the network parameters via
0" =0+ VyJ. () x 1, where n represents the learning rate. Up
on completing the training, the denoising network can generate

3Here, |Z| = 256, T is an integer randomly sampled from 1 to 30.
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Fig. 3. The design of the denoising network and optimization process.

graphs based on new input conditions to guide the activation
of links and nodes.

To facilitate learning of graph generation strategies by the
denoising network while considering the generation condi-
tions, we build the denoising network based on the graph
transformer architecture [42], and the overall structure is
demonstrated in Fig. 3. Specifically, the input nodes and
edges are first processed by a multi-layer perceptron (MLP)
module [43] to produce embeddings. These embeddings are
then passed through a graph transformer layer that features
an attention mechanism. Similar to conventional ones, the
scoring at each attention layer is defined by feature-wise
linear modulation, which can adjust the output of the trans-
former layer through scaling and shifting operation based on
condition D. Following this, the embeddings of nodes and
edges undergo residual connections and layer normalization.
These steps prevent the vanishing of gradients and ensure a
stable training process. Finally, two separate MLPs are used to
decode the node and edge embeddings, respectively, leading
to the matrices corresponding to the prediction for Gy.

D. Safeguarding Signal Generation

Using the generated G?, combined with user locations as
conditions, we further train the continuous diffusion model to
produce the safeguarding signal. Unlike the previous method,
which optimizes the graph generation process using the reward
function, here, to guarantee performance, we train the contin-
uous diffusion model with the dataset containing safeguarding
signals. This enables the model to generate the new safeguard-
ing signal that is similar to yet distinct from the one used in
training, thereby ensuring diversity and randomness.

1) Continuous Diffusion Model: Similar to discrete dif-
fusion models, continuous conditional diffusion models also
incorporate a forward process and a reverse process. Given a
schedule of noise scales 0 < By,...,8r < 1, for any given
safeguarding training sample Xo ~ g, (x), the forward process
perturbs the training sample by adding the noise over 7" steps,

5201

where I is the identity matrix. Based on (25), we have
4o, (Xv %) = N (xv; Varxo, (1 - a)T),

where o, = ]_H:I (1 — B,+). After the addition of noise, the
disrupted data distribution can be denoted as

(26)

d,, ® = / ¢ s 0, ®[X) dx. 27
In the forward process described above, the noise Sy, ..
is prescribed, allowing x7. to approximate N (0, I).

The reverse process is defined as a Markov chain, which is
parameterized by

Py (Xt’—l |Xt’7 D,)

- N (Xz’]; Xy + Britg Xp, t”DI),ﬂ,/I) ’
V1 -5

where D’ is the generation conditions. The objective here is to
train the denoising network to generate the safeguarding signal
from the noise based onD’, and ensure that the distribution
of the generated signal is consistent with that of the training
samples. Therefore, the denoising network is trained using a
re-weighted version of the evidence lower bound shown in
(29) at the bottom of the page. After training, the denoising
network can start from x7- ~ N (0,I) and generate safeguard-
ing signal samples based on the generation conditions by
following the reverse Markov chain, which can be recorded
as

. 7ﬁT’

(28)

1
X1 = ——==[%v + Bty (%0, 0. D) + ByVr, (30)

\{ I ﬂz’
where ¥ =T’,T'-1,...,1 and v, ~ N (0,1). The safeguarding
signals generated here are similar to, but distinct from those
in the training dataset. Note that we use the random sampling
based Markov diffusion model, rather than a non-Markov
diffusion model. This is because the random sampling provides
better diversity and randomness, preventing unauthorized Rxs
from replicating the safeguarding signals.

2) Safeguarding Signal Design and Dataset Construction:
To ensure the aforementioned continuous conditional diffusion
model can generate effective safeguarding signals, it is crucial
to construct a dataset to train the diffusion model. For instance,
we can build a dataset that includes multiple 1/|H,;, (fy, 1)l
for waving hand. Using this dataset, the diffusion model is
trained to generate safeguarding signals, thereby protecting
the user’s gestures from unauthorized surveillance. However,
in practice, an ISAC system cannot predict user’s actions and
generate corresponding safeguarding signals. Therefore, this
paper designs a composite safeguarding signal and constructs
the corresponding dataset to train the diffusion model.

T

9’ = arg min Z (1 — ay )Eq,dam(x)]Eq'n[/ (%[x)

v o

(o (%.7.D) = Vilogg',, &[5 (29)
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Fig. 4. The v; of different activities in typical indoor scenario.

Specifically, in the absence of user activity, the environment
contains only static paths with v; = 0. In this scenario, both
the received signal and the extracted CSI are relatively stable.
When user activity occurs, it introduces more dynamic reflec-
tions characterized by v; # 0. For these dynamic reflections,
v; # 0 leads to fluctuations in various signal parameters, such
as path attenuation and phase shift. These fluctuations are
recorded in the CSI, as described in (4). Therefore, v; # 0
is a primary cause of signal fluctuations. Existing research
demonstrates that different user activities cause the distinct
rate of length change v;. We conducted experiments in a
typical indoor scenario based on the method described in [44],
and performed statistical analysis on v; corresponding to four
typical user activities. The results are shown in Fig. 4. As
can be seen, for the sitting down, the range of v; extends
from approximately 0.2 m/s to 1 m/s, while for falling, it
ranges from about 0.8 m/s to 1.5 m/s, which is greater than
the other three activities. Given the range of v; caused by
indoor activities is limited (approximately O to 5.5 m/s) and
the purpose of the safeguarding signal is to mask the signal
fluctuations caused by user activities, this paper constructs
a dataset with multiple composite safeguarding signals for
training the continuous diffusion model. Here, each composite
safeguarding signal is defined as

5 (fus ) = VIHg (fors O + 1|Hyuge (f, D
+ Y\Hu (o DI+ 1/ |Hyp (f,

where  U/|Hy (fu. D, VlHw (fa, DI, 1IHwm (fa, DI, and
1 / |H 11 ( f,,,t)} are the safeguarding signal corresponding
to siting down, walking, running and falling, respectively.
The reason for selecting these activities to construct the
composite safeguarding signal is that v; corresponding to
these activities ranges from approximately 0 to 5.5 m/s [45],
covering the almost all possible ranges in indoor scenar-
ios. Therefore, using s(f;,?) yields two distinct advantages:
a) s(fy,t) can effectively cancel signal fluctuations caused
by most user activities in indoor scenarios; b) s(f,,?) can
introduce certain interference, further masking the fluctuation
characteristics. For example, for waving hand, according to
the possible range of v;, the components 1/|H (f,,?)| and
1/|Hyk (fn, 1) in s(f;, 1) can partially cancel the signal fluctu-
ations. At the same time, 1/|H,, (f,,?)| and 1/|Hf[ (fn,t)| can
introduce additional interference, thereby further obscuring the

€29
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Conditions

Dat;aset

Fig. 5. The dataset construction process. Based on the CSI corresponding to
four types of activities collected under various conditions, we calculate s via
(31). Using conditions as labels, we aggregate multiple computed s values to
construct the training dataset.

signal fluctuation characteristics. To construct the dataset for
training, we utilize the Universal Software Radio Peripheral
(USRP) N321 to collect the CSI corresponding to the four
types of user activities under various conditions. Subsequently,
we compute 1/|Hy (fu, O, 1|Hyi (fu, O, 1/|Hp (fo,0)l, and
1/|Hy (f,,1)|, and then sum them to obtain the composite
safeguarding signal as expressed in (31). Figure 5 illustrates
the dataset construction process.

E. Safeguarding Signal Modulation

Based on the constructed dataset, the continuous diffusion
model is trained to generate composite safeguarding signals
under the given conditions during operation. These generated
signals possess the same distribution as those in the dataset
and exhibit certain diversity and randomness, thereby pre-
venting unauthorized receivers from replicating this process
to generate identical signals. Then, the generated signals are
modulated onto the real part of the pilot signal. Let the
generated protected signal be

s=[sUnD,ss(fuw) oo, s(f W],

where W is the length of the safeguarding signal, and the
original pilot signal is 1 4 0i, then the pilot signal in the
data packet transmitted at time w is £1 x s (f,;, w)+ Oi, so that

S(fw)XIN-1D.  (33)

This indicates that the safeguarding signals assigned to
pilots at different frequencies are the same at time w. In this
way, the amplitude of the pilot signal in the time domain
varies in accordance with the trend represented by the gen-
erated safeguarding signal, thereby masking the fluctuation
characteristics caused by user activities. Leveraging the same
model and random seed, authorized Rx can generate the same
safeguarding signal as the Tx and multiply it with the original
pilot signal to obtain X’. This allows for effective estimation of

(32)

X', = diag (s (f,, w) X [0],...
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Fig. 6. The process of modulating the safeguarding signal onto the original pilot. Here, we show how safeguarding signals are modulated at some certain

time points and over a period of time.

H according to (1)—(3). However, unauthorized receivers can
only estimate channels using the original pilot signal, resulting
in H” = X~'Y’, which prevents them from illegitimate sensing.
Figure 6 shows the process of modulating the generated signal
onto the pilot. Note that this operation leaves the phase of
the CSI unchanged, which means that it does not influence
the estimation of parameters such the AoA or the associated
applications.

F. Complexity Analysis

We focus on the complexity of two diffusion models in
DFSS. First, the discrete graph diffusion model D-CDM is
used to generate the optimal links. Suppose that the graph
has N; nodes (with Nj edges). E denotes the number of
training episodes, D, denotes the number of trajectories
collected in one episode, T represents the number of diffu-
sion steps, L denotes the number of Transformer layers in
D-CDM’s denoising network, Bj, denotes the batch size, and
|6] denotes the parameter size of the denoising network. For
each training episode, the complexity to initialize a random
graph is O(Nﬁ). Then, the graph generation process has a
complexity of O (D,TLN;). This is because the calculation
of attention causes a complexity of O(N?) in each layer
[42]. Finally, the parameter update consumes O(B,.|6]). Hence,
the overall computational complexity of D-CDM training
can be expressed as (’)(E X (D, (TL+1) N5+Bsz|«9|)).
The corresponding inference computational complexity is
O((TL+1) N3).
generate safeguard signals, the training complexity can be
expressed as O(N;|¢"[), where N; and |¢’| denote the number
of training samples and denoising network parameters, respec-
tively. The corresponding inference complexity is O(T’|¢’)),
where 7’ denotes the number of diffusion steps [17]. It can be
seen that for both discrete and continuous diffusion models,
the complexity increases with an increase in the number
of denoising steps. Hence, further research on accelerated
sampling techniques to reduce the required denoising steps
would be valuable for improving the efficiency of DFSS.

For the continuous diffusion model to

IVv.

In this section, we utilize the USRP to evaluate the proposed
method, covering three aspects. First, we analyze the graph

IMPLEMENTATION AND EVALUATION

generation for the link and nodes activation. Next, we evaluate
the safeguarding signal generation and modulation. Finally, the
performance in protecting users from unauthorized monitoring
is assessed, using human activity recognition as a case study.

A. Experimental Design

1) Experimental Configurations: Based on the server and
USRP N321 device, we conduct experiments in two differ-
ent typical indoor scenarios. Specifically, the training and
inference of the diffusion model are performed on a server
running the Ubuntu 20.04 operating system, equipped with the
AMD Ryzen Threadripper PRO 3975WX 32-core processor
and the NVIDIA RTX A5000 GPU. The generated signals
are then transmitted to another server, which has 64 GB of
memory and GNU Radio,* and connects to USRP devices
via optical fibers and 10-gigabit Ethernet cables. Each N321
device’ includes the Xilinx Zyng-7100 SoC based baseband
processor and UBX-160 daughterboard,® supporting up to
200 MHz bandwidth. The devices are synchronized using
the OctoClock-G CDA-2990.” During the experiments, the
signal center frequency is set at 2.8 GHz, with a bandwidth
of 100 MHz covered by 64 subcarriers. We adopt a block-
type pilot arrangement and transmit data at the rate of 100
packets per second. Additionally, to ensure the quality of the
training data, the directional antenna with a gain of 12 dBi is
used for transmitting and receiving signals. Figure 7 displays
the prototype diagram and part of the GNU projects. The
experimental scenarios includes an office and a meeting room,
with the size of approximately 12.5m x10m and 9m x9m,
respectively. Each room is equipped with multiple rows of
tables and chairs, along with other pieces of furniture made
of wood and metal, creating a indoor environment with rich
multipath signal. User activities such as walking and sitting
occur frequently in these spaces, making them key areas for
wireless sensing. The detailed layouts of these rooms are
shown in Fig. 8.

2) Experimental Method: We first train the proposed
D-CDM, where the input includes device locations and user
location, and the output is the generated graph depicting the

“https://www.gnuradio.org/
5https://www.ettus.com/all—products/us.rp—n32 1/
6https://www.ettus.com/adl—products/ubx 160/
7https://www.ettus.corn/all-products/octoclock-g/
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Fig. 7. The hardware equipment and GNUradio projects for experiments. Here, we display the server, USRP N321 (and its internal structure), an external
clock, and the used directional antenna. Certain parts of the GNUradio project for Tx and Rx are also presented.

Fig. 8. The experimental scenarios. The original training data is collected in
the office room and the evaluations are conducted in both rooms.

wireless links, Tx, and Rx that need to be activated. This
generated graph is evaluated by reward function, and the feed-
back is used to optimize the network parameters to complete
the training. The continuous diffusion model is then trained
with the dataset that contains composite safeguarding signals.
The dataset comprises 20,000 samples, each constructed using
the method described in (31). Specifically, we first collect
CSI for four types of activities under various conditions in
the office room, with each activity including 1,000 samples.
Subsequently, for the same conditions, we randomly combine
the CSI data of different activities to compute the composite
protected signals. Finally, the computed sample is linked with
the corresponding conditions, i.e., the locations of the Tx, Rx,
and the user, to produce the final training sample.

During the evaluation, we first put the spatial distribution
of ISAC devices and user location into the trained discrete
diffusion model to analyze the graph generation performance,
including the generation process and final outcomes. After
that, the activated links, nodes, and user location are fed
to continuous diffusion model as conditions to analyze the
safeguarding signal generation. Finally, we modulate the gen-
erated signals onto the pilot and use the activity recognition
methods in [46], [25], [47], and [48] to evaluate the system
performance of DFSS in protecting users from unauthorized
sensing. Moreover, using the trained model, we perform the
same activity recognition evaluation in a meeting room, so as
to analyze the robustness of the DFSS.

3) Evaluation Metrics: For the generated safeguarding sig-
nals, we use the structural similarity index measure (SSIM)
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Fig. 9. The reward of D-DCM and other baselines over training epochs. Note
that the average reward is calculated by averaging 50 testing rewards after the
convergence.

and Fréchet inception distance (FID) to evaluate the similarity
between the generated signals and those in the training dataset.
SSIM captures local patterns of structural information between
the generated and training signals, producing a score from
0 (no similarity) to 1 (perfect similarity) to measure how
closely the generated signal aligns with the training signal
[16]. SSIM is particularly useful for capturing distortions in
spatial structure, which is critical in safeguarding signal gen-
eration where preserving fine-grained details is important. FID
measures how closely the distributions of features, extracted
by the deep neural network, match between real and generated
signals. It calculates the Fréchet distance between the two
sets of feature embeddings, capturing high-level similarities.
A lower FID indicates that the generated signals and real
signals are statistically more similar. By combining SSIM’s
focus on local patterns and FID’s emphasis on overall distri-
butional alignment, we can gain a comprehensive view of the
quality of the generated signals. For activity recognition, the
recognition accuracy (RA) and the accuracy degradation rate
(ADR) are used to evaluate the system performance. Here,
RA is calculated by dividing the number of correct recogni-
tions by the total number of tests. The ADR is defined as
ADR = (Acmg —Acsf) / Ac,rg, Where Ac,,, is the RA without
using safeguarding signal, and Ac,y is the RA of unauthorized
APs when safeguarding signals are used. A higher ADR means
better protection performance.

B. Experimental Results

1) Graph Generation: First, we analyze the graph genera-
tion performance of the proposed D-CDM. Figure 9 shows the
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Fig. 11. The graph generation results under different generative conditions, i.e., different ISAC device distributions.

training curve of D-CDM and compares it with four baselines.
Here, node-based and link-based greedy methods activate the
four nodes and links closest to the user, respectively. Hence,
the graph can be generated based on the activated parts (for
Greedy-node, the activated nodes and the associated links
are included; for Greedy-edge, the activated links and the
connected nodes are included). The Tx/Rx roles of nodes
are assigned following the rules defined in (11). In contrast,
random methods activate nodes and links randomly. As can
be seen, D-CDM converges after roughly 100 epochs with an
average reward of about 56.16, indicating effective network
parameter optimization and generation strategy learning via
feedback from the reward function. In contrast, the aver-
age rewards for node-based and link-based random methods
are approximately 8.84 and 2.77, respectively, and greedy
approaches yield rewards of 27.58 and 25.55, respectively.
This can be interpreted by that D-CDM generates graphs
from random noise, introducing a degree of randomness.
This randomness endows D-CDM with stronger exploratory
capabilities, allowing it to find solutions with better rewards.
Moreover, the D-CDM considers the impact of both nodes
and edges during the denoising process, making the denoising
more comprehensive and generating graphs that better meet
the requirements.

Second, Fig. 10 depicts the graph generation process by the
trained D-CDM under various input conditions. As presented,
when the number of steps is less than 12, the denoising is
incomplete, resulting in graphs with noisy edges and nodes,
which are less useful for effective sensing. As the denoising
steps increase, D-CDM continuously refines the noisy graph
by appropriately adding or removing nodes and edges. After
18 steps, there is a noticeable decrease in the number of
ineffective edges and nodes. Ultimately, an optimal graph is
produced after 30 denoising steps, as indicated by the results
in the red box. In this graph, the activated links form several

Fresnel zones around the user, allowing the ISAC system
to sense more efficiently. Figure 11 displays the generated
results under different spatial distributions of ISAC devices.
The generated graphs indicate that the trained D-CDM can
adjust the node and edge generations according to the input
conditions, hence generating the desired graphs under various
conditions, demonstrating the adaptability of the proposed
D-CDM. In addition, the results show that when the generated
optimal graph has 4 wireless links, it contains 2 Txs and
4 Rxs, which is more energy-efficient than 3 Txs and 4 Rxs, as
using more Tx consumes more energy. This further validates
the rationality of D-CDM.

2) Safeguarding Signal Generation: Using the activated
links, nodes, and user location as generation conditions, we
further analyze safeguarding signal generation. Figures 12
and 13 display the generation process under different condi-
tions. As shown, starting with random noise, when the number
of steps is less than 460, the generated signals are noisy,
indicating insufficient denoising. As denoising continues, noise
is further removed, making the safeguarding signals clearer
and more structured. After completing 500 steps, we obtain the
generated safeguarding signals, which exhibit similar trends
to the training data but are distinct from that, confirming the
effectiveness of the safeguarding signal generation.

Additionally, different input conditions yield unique safe-
guarding signals, particularly in signal strength and trend. For
instance, when the spatial positions of the Tx and Rx are close
in the generation conditions, the resulting safeguarding signals
are weak, whereas they are stronger when Tx and Rx are
further apart. This happens because the Rx captures signals
with higher amplitude and clear fluctuation characteristics
when Tx and Rx are near each other, necessitating weaker
safeguarding signals to effectively mask fluctuations caused by
user activities. Conversely, a greater distance between Tx and
Rx demands a relatively stronger safeguarding signal. Building
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Fig. 12. The safeguarding signal generation process when Tx and Rx are about 6 meters apart.
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Fig. 13. The safeguarding signal generation process when Tx and Rx are about 3 meters apart.

on this, we compare the generated safeguarding signals with
the training data. The results show that while the generated
signals closely match the training data in intensity and overall
trends, they remain distinct. This highlights the diversity and
randomness of the signals produced by the diffusion model.
Subsequently, we evaluate the quality of the generated
signals using the FID and SSIM metrics, and compare the
proposed DFSS with other two methods. The results, presented
in Fig. 14, show that DFSS achieves a median SSIM of
0.73. In comparison, methods based on GAN [49] and VAE
[50] achieve median SSIMs of 0.68 and 0.57, respectively.
Additionally, the median FID of DFSS is 3.5, which is lower
than 5.8 and 7.1 of GAN-based and VAE-based methods,
respectively. Such performance of DFSS can be attributed to
two main factors. First, the diffusion model in DFSS features
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Fig. 14. The quality of the generated safeguarding signal.

strong exploratory capabilities and a progressive denoising
approach. This allows for thorough exploration and helps
retain more detailed features of the signal during the genera-
tion process. Second, DFSS takes into account the generative
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Fig. 16. The recognition accuracy analysis of AF-ACT and CeHAR. (a) and (b) show the results in an office room, while (c) and (d) show the results in a

meeting room.

conditions during both training and inference. This enables it
to produce safeguarding signals that are better tailored to the
specified conditions.

3) Protection Performance in Activity Recognition: Based
on the activity recognition methods introduced in [46], [25],
[47], and [48] (denoted as AF-ACT, ABLSTM, PhaseAnti,
and CeHAR, respectively), we analyze the impact of DFSS
on recognition accuracy using 5 actions (including walking
(WK), waving hand (WH), sitting (ST), squatting (SQ), and
falling (FL)) and compare it with Secur-Fi [31]. As shown
in Fig. 15, with DFSS, the average ADR of the these sys-
tems can reach 0.82, 0.79, 0.74, and 0.7, respectively. These
are higher compared to those achieved by Secur-Fi, which
are 0.69, 0.72, 0.58, and 0.50, respectively. This is because
DFSS modulates the generated safeguarding signal onto the
pilot, directly influencing signal fluctuations. Compared with
the Secur-Fi, which introduces interference by adjusting the
antenna, our approach affects the signal more thoroughly and
directly, thereby achieving better performance.

Additionally, DFSS is effective for different activities. For
instance, in AF-ACT, the ADR for the five activities are 0.81,
0.83, 0.82, 0.79, and 0.72, respectively, demonstrating DFSS’s
general applicability across different activities. From the sys-
tem perspective, the impact of DFSS varies. Specifically, DFSS
has a more significant impact on AF-ACT and ABLSTM
compared with PhaseAnti and CeHAR. This is because the
former two rely solely on CSI amplitude for recognition,
while the latter two use both amplitude and phase information,
enhancing their robustness. Overall, DFSS effectively declines
the performance of unauthorized systems, thereby achieving
the goal of user protection.

Using AF-ACT and CeHAR as examples, Figs. 16(a)
and (b) show the activity recognition confusion matrices
with DFSS applied. Specifically, for five activities, AF-ACT’s

recognition accuracies are 18%, 16%, 17%, 19%, and 26%,
while those of CeHAR are 28%, 24%, 27%, 30%, and 34%,
respectively. This further demonstrates the robust protective
capability of DFSS. Importantly, the results indicate that DFSS
does not lead the systems to incorrectly classify different
activities into the same one. This happens because the gener-
ated safeguarding signals are diverse and random, causing the
CSI features captured by unauthorized devices to vary, which
ultimately results in unpredictable recognition outcomes.

On this basis, we conduct cross-scenario experiments
in a meeting room using the trained model, with results
illustrated in Figs. 16(c) and (d). As can be seen, the
confusion matrix reveals a slight performance decline. For
instance, the recognition accuracy of falling in meeting room
is improved by 2% for both AF-ACT and CeHAR. Such
fluctuation is understandable given the differences between
meeting room and office, as well as the original training
data sourced from the office environment. Overall, in the
meeting room, the average recognition accuracies of AF-ACT
and CeHAR are 20.4% and 30.4%, respectively, which are
comparable to those in the office. This demonstrates that
DFSS can still provide effective protection, demonstrating its
robustness.

Finally, we explored the impact of communication speed
(i.e., data packet transmission rate) on DFSS. The results
in Fig. 17 reveal that across different transmission rates, the
average ADR of each system remains nearly consistent. For
example, with data packet transmission rate ranging from 100
to 600, ADRs for AF-ACT are 0.79, 0.78, 0.80, 0.81 0.80,
and 0.8, and for CeHAR, they are 0.70, 0.71, 0.69, 0.71, 0.70,
and 0.72. This is because the generated safeguarding signals
can be resampled to adapt to different communication speeds,
ensuring DFSS’s performance under varying conditions, which
is critical for practical applications.
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C. Limitation Analysis

The above evaluation results validate the effectiveness of
the DFSS. However, it is undeniable that DFSS has certain
limitations, which include the following aspects.

e Training stable and reliable diffusion models requires
rich and high-quality original data. However, in practical
ISAC scenarios, obtaining such raw data may necessitate
specialized equipment and professional operators, which
can be costly.

e Running diffusion models in DFSS is time-consuming
and resource-intensive when many denoising steps are
required. Therefore, DFSS faces practical challenges with
resource consumption and inference latency.

e DFSS focuses on pilot amplitude, which does not affect
the estimation of signal parameters such as ToA and AoA,
which rely on CSI phase. However, it affects parameters
like RSSI. Therefore, systems that use this kind of param-
eters have to utilize the generated safeguarding signal to
parse the actual value, thereby mitigating this impact.

V. CONCLUSION

We have proposed DFSS, a secure sensing system that
generates safeguarding signals and modulates them onto the
pilot to mask signal fluctuations caused by user activity,
thereby protecting users from unauthorized monitoring. In
DFSS, we have developed a discrete conditional diffusion
model to generate graphs that guide the ISAC system in
activating appropriate links and nodes, ensuring economical
operation while maintaining sensing performance. Addition-
ally, we have designed a composite safeguarding signals for
typical indoor activities and constructed a dataset to train the
continuous conditional diffusion model, enabling it to generate
safeguarding signals based on the input conditions. These
signals, characterized by diversity and randomness, can effec-
tively mask signal fluctuations features due to user activities,
thereby preventing unauthorized devices from extracting actual
CSI for illegitimate monitoring. Using activity recognition
as an example, the evaluation shows that DFSS can reduce
the recognition accuracy of unauthorized devices by approxi-
mately 70%, demonstrating the potential of GAI in enhancing

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 20, 2025

sensing security. Future work will explore the use of GAI for
secure user localization and tracking.
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