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Abstract—Adaptive power control is a critical chal-
lenge in dense radio frequency identification (RFID)
environments, where uncontrolled power levels can lead
to excessive interference, energy inefficiency, and reduced
system performance. This paper presents a robust
and scalable adaptive power control framework that
dynamically adjusts transmit power levels to optimize
energy efficiency, minimize interference, and enhance
system throughput. The proposed framework leverages
an optimization-driven approach based on real-time envi-
ronmental feedback, ensuring compliance with regulatory
constraints while maintaining optimal performance.
A multi-objective optimization strategy is employed
to balance several key metrics, including throughput,
energy consumption, and fairness, with a Pareto front
analysis demonstrating superior trade-offs compared to
fixed power strategies. The effectiveness of the proposed
approach is validated through extensive simulations and
real-world experiments using universal software radio
peripheral (USRP) devices in dense RFID deployments.
The results show that our framework achieves a 34%
reduction in cumulative interference, a 15% improvement
in energy efficiency, and a 20% increase in throughput
compared to baseline fixed power methods. Furthermore,
it converges rapidly, even in dynamic and high-density
networks. These improvements make it highly scalable
and adaptable to varying reader densities, ensuring reli-
able performance in large-scale RFID applications such
as supply chain management and industrial automation.
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I. INTRODUCTION

Radio frequency identification (RFID) technology is a
ubiquitous tool for enabling automatic identification and
tracking of objects across a wide range of applications, includ-
ing logistics, retail, healthcare, and industrial automation!'#!,
Its ability to provide real-time visibility and data collection
has revolutionized operations in these industries. However,
as RFID systems scale to meet the demands of dense deploy-
ment environments—such as large warehouses, retail stores,
and manufacturing facilities—new challenges emerge, partic-
ularly in interference management, power efficiency, and sys-
tem reliability!3.

Dense RFID environments are characterized by the coex-
istence of multiple RFID readers and a high density of tags
operating within overlapping interrogation zones. While this
deployment scenario offers the potential for enhanced opera-
tional efficiency, it also introduces significant technical chal-
lenges. RFID readers operating on the same or overlapping
frequencies interfere with each other, degrading communica-
tion performance and leading to missed tag reads!®!. Simulta-
neous interrogation by multiple readers can overwhelm tags,
reducing the accuracy and efficiency of the system. Fixed
power systems often transmit at levels that are either exces-
sive or insufficient for the dynamic conditions of dense envi-
ronments, wasting energy and increasing interference!’-8!.

In traditional RFID systems, readers operate at fixed trans-
mission power levels, which are determined during system
installation and rarely adapt to changing environmental con-
ditions. While fixed power allocation simplifies system de-
sign, it introduces several limitations. In environments with
low tag density or short reader-to-tag distances, fixed high
power levels lead to unnecessary energy consumption and
increased reader-to-reader interference (RRI). Conversely, in
environments with high tag density or large distances, fixed
low power levels may result in reduced tag detection and in-
complete data collection. Fixed systems are inadequate for re-
sponding to real-time variations in environmental factors such
as tag mobility, interference from nearby devices, or varying
network congestion[S’g'IO].

To address the limitations of fixed power systems, there is
a need for intelligent power control mechanisms that dynami-
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cally adjust reader transmission power in response to environ-
mental conditions!'!. Adaptive power control offers a promis-
ing solution by dynamically tuning power levels to reduce
reader-to-reader interference and reader-to-tag collisions, ad-
justing power to the minimum required for reliable commu-
nication, thereby conserving energy and enabling the efficient
operation of a large number of readers and tags in dense envi-
ronments.

While several adaptive power control strategies have been
proposed, many existing solutions have limitations. Some
approaches do not adequately consider real-time variations
in environmental conditions, leading to delayed responses or
suboptimal power adjustments!'>'3,  Others may not effi-
ciently integrate interference management and network con-
gestion control, resulting in partial solutions that fail to maxi-
mize overall system performance!>'4,

This paper introduces a novel adaptive power control
framework (an advanced version of our RFIDNet RCC sub-
protocol presented in Ref. [15]), designed to improve the ro-
bustness and efficiency of RFID systems in dense deployment
scenarios. The proposed approach leverages real-time feed-
back from environmental conditions, such as tag distance, net-
work congestion, and interference levels, to optimize power
allocation dynamically. Key features of the framework in-
clude continuous measurement of signal strength, interfer-
ence, and tag response rates to inform power adjustments and
a mathematically grounded approach to minimize interference
and maximize tag detection reliability and support for dense
environments with multiple readers and tags, ensuring consis-
tent performance under varying conditions. Our approach is
built upon fundamental principles such as carrier sense mul-
tiple access (CSMA) to ensure that communication resources
are allocated efficiently across readers and tags'?!. The pro-
posed framework addresses critical challenges in RFID sys-
tems, paving the way for improved performance in appli-
cations such as enhancing inventory tracking and reducing
missed tag reads in dense warehouses, ensuring reliable moni-
toring of medical equipment, and patient tracking in hospitals,
and supporting the robust operation of RFID-based systems in
complex manufacturing environments. Unlike existing solu-
tions, this paper presents a framework that explicitly accounts
for dynamic tag mobility, overlapping reader coverage, and
real-time environmental feedback, offering a comprehensive
solution to the challenges of dense RFID deployments. The
key contributions made in this paper are as follows.

o A Fully Adaptive Framework with Real-Time Feedback:
Unlike static or threshold-based methods, we propose a real-
time feedback loop that leverages tag response statistics, in-
terference measurements, and signal quality to adapt trans-
mission power dynamically.

o Game-Theoretic Optimization Strategy: We formulate
power allocation as a non-cooperative game and prove con-

vergence to a stable Nash equilibrium using Lyapunov and
contraction mapping techniques, ensuring theoretical sound-
ness and practical convergence.

e Dynamic State Transition Mechanism: Readers operate
in adaptive modes (active, idle, power-adjustment), enabling
the framework to balance performance and energy use, even
under reader failures and changing tag densities.

e Comprehensive Validation in Real Hardware and Simu-
lation: The framework is validated on a dense universal soft-
ware radio peripheral (USRP)-based RFID testbed and large-
scale MATLAB simulations, achieving superior performance
in throughput, latency, energy efficiency, and fairness.

These contributions collectively provide a scalable and
field-deployable solution for dense RFID networks.

The remainder of this paper is structured as follows. Sec-
tion II reviews the existing interference management, power
control, and collision mitigation techniques. Section III for-
malizes the problem and introduces the key metrics driving
the design of the proposed adaptive power control frame-
work. Section IV details the proposed framework. Section V
presents the performance evaluation of the proposed frame-
work through real-world experimentation with USRP, while
section VI presents the performance evaluation of the pro-
posed framework through simulations. Section VII discusses
the results and their implications. Section VIII concludes the
paper. Appendix A provides a mathematical analysis of the
algorithm’s stability and convergence, demonstrating its effi-
ciency and robustness. Appendix B examines the scalability
of the proposed framework in varying deployment densities.

II. RELATED WORK

Prior studies have explored interference management,
power control, and collision mitigation in RFID systems. This
section highlights key advances and their limitations, position-
ing the proposed work in the context of the existing literature.

Traditional RFID systems often operate with fixed trans-
mit power levels, as described in, e.g., Refs. [7-8]. These
systems simplify implementation, but lack the adaptability re-
quired in dynamic environments, leading to issues such as ex-
cessive interference and higher collision rates. Fixed power
transmission is especially problematic when multiple readers
interrogate overlapping zones, resulting in inefficient commu-
nication and missed tag reads. To overcome these limitations,
adaptive power control strategies have been introduced. For
example, authors in Refs. [16-18] proposed an early adaptive
power control algorithm that adjusts transmit power based on
pre-set thresholds for reader-to-tag communication. Although
this method demonstrated some improvement in reducing col-
lisions, it lacked the flexibility to adapt to rapid changes in
environmental conditions, such as changing tag densities and
reader activity levels.
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Reader-to-reader interference is a critical problem in dense
RFID environments, with solutions often focused on fre-
quency division, time division, or carrier sensing approaches.
For instance, Refs. [5,9-10,19-20] surveyed the challenges in
RFID systems and highlighted the limitations of static in-
terference management techniques. Similarly, time division
multiple access (TDMA) protocols have been proposed to
schedule readers to operate sequentially, reducing interference
but sacrificing scalability and throughput in dynamic environ-
ments. Adaptive interference management techniques have
shown promise in dense environments. In Refs. [14,21-23],
the authors proposed probabilistic anti-collision protocols that
leverage randomized backoff to reduce reader interference.
However, such approaches often fail to optimize power con-
sumption, leading to increased energy consumption.

Recent developments in adaptive power control frame-
works have shown promise in enhancing the robustness of
RFID systems. For instance, Refs. [12,24] developed adaptive
power allocation schemes that utilized the feedback from sig-
nal strength and environmental noise to adjust transmit power.
This technique improved the overall energy efficiency of the
system but was constrained by the assumption of uniform tag
distribution and limited scalability. Other notable works in-
clude Ref. [13], which implemented a hardware-based adap-
tive power control protocol that proved effective in controlled
environments. However, its application in large-scale deploy-
ments was limited due to its dependence on specific hardware
configurations and lack of comprehensive interference man-
agement.

Collision mitigation has been extensively studied in the
context of both reader-to-reader and reader-to-tag communi-
cations. Traditional anti-collision protocols such as ALOHA
and its variants'>>-28! use randomized techniques to reduce col-
lisions but often result in increased latency and lower through-
put. Hybrid protocols combining ALOHA with frequency
or time division multiplexing have been proposed to address
these issues, as shown in Refs. [29-30], but their effectiveness
diminishes in highly dynamic environments.

While existing studies have made significant progress in
addressing individual challenges in RFID systems, few have
provided a holistic solution that integrates interference man-
agement, adaptive power control, and collision mitigation for
dense environments. Moreover, many existing approaches are
limited to simulation studies, lacking validation in real-world
deployments. This paper bridges these gaps by (i) propos-
ing a scalable adaptive power control framework that dynam-
ically adjusts reader transmit power based on real-time en-
vironmental feedback, (ii) incorporating optimization tech-
niques to balance power efficiency, interference reduction, and
collision mitigation, and (iii) validating the proposed frame-
work through extensive simulations, as well as real-world ex-
periments in dense RFID environments.

III. SYSTEM MODEL AND
PROBLEM DEFINITION

A. System Model

Reader and Tag Deployment Consider a dense RFID sys-
tem with N readers %# = {R|,Rz,--- ,Ry}, where R; and Ry
are separated by a distance dfk. A set of M tags T =
{N, T, , Ty} respond to reader interrogation if the received
signal strength exceeds a predefined threshold. We assume a
two-dimensional spatial deployment .7 C R?, where readers
and tags are distributed across the environment, with overlap-
ping interrogation zones, as illustrated in Fig. 1. Each reader
R; € # communicates with a subset of tags .7; C .7 (each with
a unique identifier) within its interrogation zone C;, which is
determined by the interrogation range, d! = maijeyi{d{ it
where df ; 1s the range between reader R; and tag 7j. Its inter-
ference range IR; extends beyond this, IR; > diT . The coverage
zone C; of reader R; is defined as

={enea|unrrored} o

where (x;,y;) represents the position of reader R;, and (x,y)
represents the position of furthest readable Tag, T;.

B. Assumptions

Shared Medium: Readers and tags share the same fre-
quency spectrum, potentially causing interference when mul-
tiple readers operate simultaneously.

Tag Responsiveness: A tag 7; € .7 responds to a reader R; €
Z if and only if the received signal strength S; ;(f) > Sinresh,
where Sthresh 1S the minimum signal threshold for tag response
for reliable communication.

Interference Constraints: Interference arises when the com-
bined power from multiple readers exceeds the tolerable limit
at a receiver (reader or tag).

Power Constraints: Each reader operate at a time-dependent
transmission power P;(t) € [Pnin, Pmax), Where Pyin and Prax
are system-defined limits.

Dynamic Environment: Tag positions, reader placement,
and environmental conditions (e.g., interference, multipath ef-
fects) can vary over time.

C. Challenges in Dense Environments

1) Reader-to-Reader Interference (RRI): RRI occurs when
multiple readers operate in overlapping frequency bands or
their interrogation zones overlap. This interference degrades
communication reliability and leads to missed tag detections.
The interference power I; (1) between readers R; and Ry is
modeled with Egs. (3) and (4). Excess interference causes
communication failures, leading to reduced throughput and
system reliability.
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Fig. 1 System model illustrating the interaction of RFID readers (R;,R;,R3) and tags (77 to 77) in a dense environment. Coverage zones represent the
interrogation range of each reader, while overlapping areas indicate potential zones of interference. Threshold constraints ensure that the signal strength (S; ;(¢))
between each reader and its associated tags meets or exceeds the minimum required value (Sgresh) for successful communication. Distances between readers
(dﬁz, d{%, d§3) and between readers and tags (a’f ;) are shown. Reader-to-tag signal paths, tag mobility, and interference zones highlight the dynamic nature of
the system, emphasizing the importance of adaptive coordination and interference management

2) Reader-to-Tag Collisions: Reader-to-tag collisions oc-
cur when multiple readers attempt to interrogate the same
tag simultaneously, overwhelming the tag’s communication
capability. The signal strength S; ;(¢) received by a tag 7T;
from a reader R; is modeled with Eq. (2) and conditioned
on S; j(t) > Sthresn. When multiple readers simultaneously in-
terrogate the same tag, the aggregate signal strength can dis-
rupt communication, leading to tag detection failures and in-
creased latency.

3) Inefficient Power Allocation: Fixed transmit power sys-
tems fail to adapt to varying tag distances and densities, mo-
bility, interference levels, environmental conditions, and net-
work congestion. Excess power levels increase interference
and energy consumption, while insufficient power levels re-
duce tag detection or miss tag detection. An optimal power al-
location strategy and dynamic power allocation are critical for
balancing energy efficiency, interference reduction, and com-
munication reliability.

D. Key Metrics

Signal Strength: The signal strength S; ;(¢) received by a tag
T; from reader R; follows an inverse power law, given by

Sij(t) = wh(t)d; [,

where P;(r) is the transmit power of reader R; at time ¢, d; ;
is the Euclidean distance between reader R; and tag T; (i.e.,
dij = ||[pi — pjl|2, where p;,p; € o/ are the positions of R;
and Tj, respectively), o is the path loss exponent (2 < o < 4

2

depending on the environment), and y is the environmental
factor accounting for multipath and fading effects, y € (0, 1].
Interference Power: To better represent real-world inter-
ference dynamics, the interference /;x(¢) caused by reader
Ry € A (R;) (the set of readers neighboring R;) at time ¢ is
given by

P()d 7 (fifi),  dig <IR;and f; = fi,
lit) =S P La1fi— i), 0<Ifi— fil AF,
0, otherwise,

3)
where g(|f;i — fi|) = e @i~ /il with @ > 0 is the frequency
isolation coefficient, where larger values indicate better fre-
quency separation and reduced adjacent channel interference,
| fi = fx| is the absolute frequency difference between readers
R; and Ry, Af is the frequency separation threshold for partial
interference, beyond which interference is negligible, 3 is the
path loss exponent for interference signals, d; x is the distance
between readers R; and Ry, and 7 (f;, f¢) is the frequency
overlap factor (7 (f;, fx) = 1 if f; = fr. Z(fi, fx) € [0,1) oth-
erwise). The total interference power Iy, (R;,t) experienced
by a reader R; from all neighboring readers .4 (R;) is

L

RkE.,/V(Ri)

Isum(Riat) = Ii,k(t)- (4)

Our goal is to reduce Iyym (R;,t) for all readers R;.
Collision Probability: The probability of a collision oc-
curring at a reader depends on the number of interfer-
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ing readers and tags. The total probability consists of
two components: (i) Interference from neighboring readers,
Yreen(r,) Pint(Ri, Rr) which models the likelihood of inter-
ference due to overlapping frequencies, and (ii) Interference
from tags, Y. ; Pint(R;, Tj) which captures the chance that a tag
receives conflicting signals. Without loss of generality, as-
sume the total collision probability follows an exponentially
decaying model.

Pcol(Ri> =1- exXp (_)L ZRk Pint(RiaRk) - .quPint(Riy TJ)) ’
)

where A and u are scaling factors for reader-to-reader and

reader-to-tag interference probabilities, respectively.

Power Efficiency (17): Power efficiency measures the balance

between detection performance and power consumption. For

reader R;, it is defined as

c7,0(Si,j — Sthres
n(Ri):ZT,eZG(P;J(S) thresh)

(6)

where P,(¢) is maintained near P;, without compromising de-

tection reliability. The system-wide average power efficiency

Tavg 18

I Y1;e70(8ij(1) — Sthresh)
YL B()

(N

navg =

where 6(x) = ﬁl_,ﬂ is a smooth approximation of the Heav-
iside function H (x), with k € [5,20] controlling the steepness
of the transition, J; C .7 is the set of tags in the interrogation
zone of reader R;. The numerators in 1(R;) and 7,y count
successfully detected tags, while the denominators are nor-
malized by power consumption.

Tag Distance: Power is adjusted based on the estimated dis-
tance to the farthest tag in the reader’s interrogation zone.
Tags closer to the reader require less power, while distant tags

necessitate higher power levels, as

Stnwesh [ 4mdT
R(1) = (1+¢) (‘;‘:G“( = ) ®)

where diT is the distance to the farthest readable tag, G; is the
gain of the transmitting antenna, G, is the gain of the receiving
antenna, A is the wavelength of the signal, and € € (0,1) is
a safety factor used to ensure successful tag detection under
practical non-idealities such as fading, multipath, or hardware
calibration errors, typically ranging from 5% to 10%.

E. Design Objectives

The primary objective of this work is to design an adap-
tive power control framework that dynamically adjusts reader
transmit power P;(¢), based on real-time environmental feed-
back to optimize system performance. This involves achiev-
ing the following goals.

(i) Minimize RRI: Dynamically adjust power levels to re-
duce, Iym(R;,t) for all readers R; while maintaining reliable
communication with tags.

(ii) Maximize Tag Detection Reliability: Ensure that
Si j(t) = Stnresn for all tags T; within range of their respective
readers for the majority of interrogation cycles.

(iii) Optimize Power Efficiency and Robustness: Maintain
P;(t) at the lowest level required for reliable communication,
minimizing energy consumption.

(iv) Scalability: Ensure that the proposed solution scales ef-
fectively as the number of readers and tags increases.

IV. THE PROPOSED ADAPTIVE POWER
CONTROL ALGORITHM

A. Framework Overview

The proposed framework is structured around three inter-
connected components.

(i) Real-Time Environmental Monitoring: Real-time col-
lection of signal strength, interference levels, and tag response
rates at each reader.

(ii) Adaptive Power Control: A feedback-driven mechanism
to dynamically adjust reader transmit power for performance-
based optimization. We model this as a distributed optimiza-
tion game where readers autonomously adjust their power lev-
els based on local interference and communication quality.
(iii) State Transitions: Dynamic state management, i.e., tran-
sition between operational states (e.g., reading, idle, or power
adjustment) to enable readers to adapt to varying environmen-
tal and network conditions.

The three components of the proposed framework operate
as an integrated feedback-control loop, as illustrated in Fig. 2.
Real-time monitoring provides environmental feedback such
as interference levels and tag response rates, which drives
the adaptive power control mechanism to adjust reader trans-
mission levels. These power updates, in turn, influence the
reader’s operational state. For example, if no tags respond,
the reader transitions to idle mode; if interference rises, it
shifts to power-adjustment mode. This tight coupling enables
the system to react dynamically to environmental fluctuations,
maintain performance stability, and reduce overhead. The op-
timization process is guided by a game-theoretic approach to
achieve a Nash equilibrium, ensuring balanced power distri-
bution, minimized interference, and optimized performance.

B. Game-Theoretical Formulation of Distributed Power
Control

RFID readers operate in a shared spectrum, where trans-
mit power decisions impact both their own performance and
neighboring readers due to interference. To optimize power
allocation while minimizing interference, we formulate the
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Fig. 2 Flowchart illustrating the adaptive power control algorithm for RFID
systems. The process begins with initializing the transmit power (P;(0)) and
measuring signal strength (S; j(¢)) and interference (Jsum(R;,?)). Depending
on the conditions, the algorithm adjusts the power by increasing or decreasing
P,(), transitioning between the adjusting and active states. If tags fail to
respond, the system enters the idle state until new tags are detected. The
convergence check determines if the algorithm has stabilized the power levels,
terminating when convergence is achieved i.e., Nash equilibrium!?7-38!

problem as a non-cooperative game ¢, where each reader in-
dependently selects its power level based on local feedback
(e.g., tag response rate and observed interference), while ac-
counting for the collective behavior of neighboring readers.

G = (Z AR} {wi(B, P-i)}), )

where # = {R|,R, -+ ,Ry} is the set of readers, and P,
is the transmission power of reader R;, constrained by P; €
[Prmin, Pmax] With Pyin > 10 dBm and Ppax < 30 dBm. The util-
ity function u;(P;, P—;) of reader R; captures the trade-off be-
tween throughput, interference minimization, and power con-
sumption, and P_; is the power levels of Ry € 4 (R;). We
defined our utility function as

wi(P,Pi) =Y, olSi(
T,

> Stnresh] — Atdsum (Rist) — A2 P2,

(10)
where ):Tjegi 0[Si j(t) = Sinresn) represents the number of suc-
cessfully detected tags, and —A Iym (R;,¢) penalizes interfer-
ence from neighboring readers, and —7LzPl-2 penalizes exces-
sive power consumption to ensure energy efficiency while en-
suring convexity for optimization.

The objective of optimizing our RFID system % is for each
reader R; to maximize its utility u;(P;,P—;), by selecting an
optimal power level.

*
P’ = argmax u;(P,P_;),
Pi€[PrinsPmax]

S.t.: max

Ui E,P,i ) (11)
{Pi(t)}?:l R,‘E% ( )

where P satisfies the Nash equilibrium conditions. A set
of strategies {P}} , constitutes a Nash equilibrium if no
reader can umlaterally improve its utility, i.e., u;(P*,P*,) >

u;i(P;, P*;), for all P; € [Puyin, Pmax|, for all i. To achieve this
convergence, each reader iteratively updates its power level
using a best-response strategy, where decisions optimally re-
act to the current power levels of neighboring readers. Our
approach guarantees system-wide stability by mitigating os-
cillatory behaviors and ensuring convergence to an optimal
equilibrium, as formally proven in Appendix A.

C. Iterative Algorithm

We employ an iterative gradient-based algorithm to solve
the optimization problem. At each time step ¢, each reader
updates its transmit power P;(¢) based on the feedback from
its environment.

The power update rule for reader R; is defined as

Pi(t+1) = A1) = VL (R(1)), (12)

where ¥, > 0 is the learning rate and .Z’(P,(t)) is the local loss
function for R;. The local loss function £ (P,(t)) is designed
to balance signal strength and interference minimization.

ZL(B(t)) = Ly max (0, S; ;(t) — Sthresh) + AoLsum (Ris 1), (13)

where 41,4, > 0 are weighting coefficients from Eq. (10) and
max(-)? ensures smooth gradient for optimization and penalty
for larger deviations. The gradient V.Z(P,(¢)) is computed as

221 (S;,j(t) — Sthresh) ll/di,_j(x?
if S,"j (l) < Sthreshs
VZ(P(t)) = 19
PO = s B (

B
diy

if ]sum(Riat) > Imax-

The core of the proposed framework is an adaptive power
control algorithm, described in Algorithm 1. This algorithm
adjusts each reader’s transmit power P;(¢) based on observed
environmental parameters. The proposed algorithm converges
to a steady-state power allocation {P;"}”_, under the following
conditions.

(1) 7z is chosen such that 0 < 7, < %,
constant of V.Z(Pi(1)).

(i) Z(P;(¢)) is continuously differentiable and bounded be-
low. The update rule corresponds to a gradient step on the
local loss function .Z(P;(t)).

By ensuring a sufficiently small step size y;, the sequence
{P;(r)} monotonically decreases .Z(P;(t)), thus guaranteeing
convergence. The adaptive power control algorithm operates
iteratively, adjusting power levels based on real-time feedback
from the environment. (See Appendix A for the stability and
convergence analysis of our proposed algorithm.)

where L is the Lipschitz
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Algorithm 1 Adaptive power control algorithm

1: Input: Initial power levels {P;(0)}Y ,, threshold Spresh, inter-
ference limit /n,x, learning rate 7, tolerance € > 0, decay rate
A (0.001~0.01), timeout Tigje, smoothing factor o (0.7~0.9),
idle mode decay rate v (0.05~0.1)

2: Output: Optimized power levels {P;(r)}Y
3: Inmitialization: Set P;(0) € [Puin, Pmax),VR; € Z ;

. 2
4: Define channel gain: Gy ; = (40;51; ’1) 5
5: repeat
6:  for all reader R; € R do
7: Measure signal strength S; ;(¢) for all tags 7; € .7} ;
8: Compute total interference: Isum (R;i,?) = ¥ PGy :
9: Update power level using adaptive step size: Npew = ﬁ;
10: Apply weighted form of update rule (12):

Fi(t+1) = abi(t) + (1 — o) (Pi(t) = Mnew VLi(Fi(1)));

11:  end for
12: if[|P(t+1)—PF(r)| <e&, Vi then
13: Break ; %Algorithm converged
14:  else if No active tags detected for Tiq) then
15: Gradual power decay: P;(r+1) = P,(t)e™"";
16:  endif

17: until convergence condition (Nash equilibrium) is met

D. Dynamic Reader State Transitions

To adapt to environmental dynamics and further optimize
system performance, readers operate in one of the following
three states: (i) Active State: the reader is actively interro-
gating tags within the interrogation zone, (ii) Idle State: tem-
porarily deactivated to minimize interference or conserve en-
ergy. (iii) Power Adjustment State: dynamically tuning trans-
mission power. Transitions between states are governed by:
a) Active — Adjustment: If Igym(R;,7) > Inax, the reader re-
duces power to mitigate interference.
b) Active — Idle: If no tags respond within a predefined time-
out, Tiimeout-
c) Idle — Active: If new tags enter the interrogation zone or
interference conditions improve.

State transitions are determined by real-time environmental
monitoring and aim to balance reliability, energy efficiency,
and interference minimization.

E. Algorithm Complexity

The computational complexity for each reader per iteration
is determined by summing the complexities of signal and in-
terference measurement, gradient computation, power adjust-
ment, and state transition, resulting in

O(M+N)+O0M+N)+0(1)+0(1) = 0(M+N). (15)

For N readers operating simultaneously, the overall com-
plexity per iteration is

O(NM +N?). (16)

For sparse networks (N < M), the O(NM) term domi-
nates, and thus, the algorithm scales efficiently with both read-
ers and tags. In dense networks (N > M), the O(N?) term
dominates, demonstrating that effective coverage saturates in
high-density deployments. The adaptive power control en-
sures bounded effective coverage while managing interfer-
ence. This highlights a key trade-off: adding more readers
does not improve coverage in dense networks due to overlaps,
emphasizing the need for careful power control and reader
placement. (See Appendix B for the scalability analysis of
our proposed framework.)

V. EXPERIMENTAL STUDY

A. Hardware Configuration

Real-world experiments were conducted using the follow-
ing hardware: RFID readers, software-defined RFID read-
ers, implemented using USRP N210 platforms, each equipped
with a custom transmission module capable of dynamic power
control, as part of our RFIDNet framework!!'3!. Up to 100 pas-
sive RFID tags were distributed uniformly within a bounded
area &/ C R? measuring 10 m x 10 m in Broun Hall room 314
in the Auburn University campus. An OctoClock-G CDA-
2990 was used for time synchronization among the USRP
readers, and a computer equipped with an Intel i9 processor
and 64 GB of RAM was used for processing signal strength
and interference measurements. The GNU radio platform was
used for signal processing, and MATLAB R2024a was used
for data analysis.

B. Deployment Environment and Experimental Design

Experiments were conducted in a controlled indoor envi-
ronment to evaluate the following conditions: (i) Multipath
Propagation: The indoor environment introduced multipath
effects, modeled using y ~ % (0.8,1.0) to simulate fading.
(ii) Interference Sources: A separate USRP B210 device oper-
ating on 915 MHz with varying transmit power added realistic
interference. Tags were placed with varying densities to emu-
late sparse (M < 20 tags) and dense (M > 50 tags) scenarios.

The experimental evaluation included the following scenar-
ios: (i) Baseline Configuration: All readers operate at fixed
transmission power (P;(t) = Pnax, Vi) without adaptive adjust-
ments. (ii) Proposed Framework: Readers dynamically adjust
their transmit power using the adaptive power control algo-
rithm described in section IV. Experiments were conducted
for M = {10,20,30,40,50, 100} tags to evaluate the effect of
tag density on system performance. Readers were placed at
fixed grid points for a uniform configuration and random po-
sitions for a non-uniform configuration. Tab. 1 lists the key
parameters for the experiments.

To ensure consistency between the theoretical model (see
the appendix) and the USRP-based testbed, we implemented
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Tab. 1 Experimental parameters

Parameter Value
Reader transmit power range Prin = 10 dBm, Ppax =30 dBm
Signal threshold (Sthresh) —70 dBm
Interference threshold (Zjax) —50 dBm
Path loss exponent (¢, ) a=22, =25
Adaptation rate (1) 0.1
Learning tolerance (€) 103

Simulation time Until all tags are identified

key components as follows. The adaptive transmission power
P,(¢) is mapped to the USRP TX gain using GNU Radio
control blocks. Real-time signal strength S;;(r) is com-
puted based on received power from tag backscatter, while
Ium(R;,t) is approximated using adjacent channel interfer-
ence and received noise floor. Reader state transitions (active,
idle, adjusting) are managed using software flags triggered by
timeouts and thresholds. For example, a reader enters idle
state if no tags respond within a window of 5 cycles. This
mapping ensures our algorithm can operate under real hard-
ware constraints while retaining fidelity to the theoretical op-
timization problem.

C. Experimental Results and Discussions

We conducted experiments in the testbed for 20 iterations
until all tags were identified, gathering data on key perfor-
mance metrics for each run. Tab. 2 highlights the significant
improvements achieved by the proposed framework compared
to the baseline system (where EPCglobal Class 1 Gen 2 on
USRP with fixed transmission power at 30 dBm). The follow-
ing observations summarize the improvements.

Higher Throughput: In sparse tag deployments (m < 10),
the average throughput increased from 78.91 read/s (baseline)
to 98.12 read/s (proposed framework). Similarly, in dense de-
ployments (m > 50), the throughput rose from 74.91 read/s
to 95.19 read/s. This improvement highlights the adaptive
framework’s efficiency in reducing interference and dynam-
ically allocating power to maximize tag detection rates, even
in challenging environments.

Lower Latency: The proposed framework reduces the av-
erage latency from 200.50 s to 120.20 s in sparse scenarios
and from 319.73 s to 151.50 s in dense scenarios. These re-
ductions demonstrate the framework’s ability to minimize de-
lays caused by repeated read attempts and collisions, ensuring
faster and more responsive tag reads.

Fewer Collision Events: The proposed method achieves sig-
nificant reductions in collisions across both scenarios. In
sparse deployments, the average number of collisions de-
creased from 15.80 to 5.50, while in dense deployments, it
dropped from 54.80 to 10.40. This improvement is attributed
to the framework’s ability to dynamically adjust power levels,

minimizing interference and ensuring smoother operation in
dense environments.

Reduced Redundant Reads: The mean number of redun-
dant reads decreased from 18.20 to 8.30 in sparse deploy-
ments and from 27.20 to 11.40 in dense deployments. This
reflects the proposed framework’s efficient use of resources,
as it minimizes unnecessary repeated tag interrogations, opti-
mizing system performance.

The results demonstrate the scalability and adaptability of
the proposed framework: (i) The significant reductions in la-
tency and collisions ensure reliable and efficient performance
in low-density deployments, such as healthcare or asset track-
ing in small facilities. (ii) The framework’s ability to maintain
high throughput and minimize collisions in high tag densities
highlights its robustness for large-scale environments, such as
warehouses and retail stores. By dynamically responding to
environmental feedback, the framework balances interference
mitigation, energy efficiency, and throughput, addressing crit-
ical challenges in dense RFID systems. These results confirm
the practicality of the framework for a wide range of real-
world RFID applications.

VI. LARGE-SCALE SIMULATION STUDY

A. Simulation Configuration

We conducted simulations to complement the testbed ex-
periments, allowing us to explore larger and denser scenarios
that would be impractical in a physical testbed. The RFID
readers used in this study incorporate an adaptive power con-
trol algorithm that dynamically adjusts transmit power based
on environmental conditions. Each reader monitors the sig-
nal strength received from tags and the interference caused by
neighboring readers. When the signal strength falls below a
certain threshold, the reader increases its power to ensure re-
liable tag detection. In contrast, when interference exceeds
a predefined limit, the reader reduces its power to avoid colli-
sions with neighboring readers. This adaptive approach allows
each reader to maintain an optimal detection range while min-
imizing energy consumption and interference in dense RFID
environments. The readers have a maximum transmission
power of 30 dBm and a minimum power of 10 dBm, which
satisfies the regulation of the federal communications com-
mission (FCC) and provides sufficient flexibility for efficient
operation in various conditions.

The simulation environment consists of up to 1 000 read-
ers and 1 000 000 tags randomly distributed across a 100 m x
100 m area, as shown in Fig. 3. The simulation runs for
1 000 time steps, during which readers continuously adjust
their power levels based on signal strength and interference.
Key parameters include a path loss exponent of 2 for both sig-
nal strength and interference, a signal to noise ratio (SNR)
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Tab.2 Comparison of statistical analysis between the proposed framework and baseline in testbed (USRP) experiments for sparse (m < 20) and dense (m > 50)

tag scenarios

Scenario System Metric Mean SD! 95% CI*
Throughput (read/s) 98.12 3.8 [96.34, 99.90]
Latency (s) 120.20 5.6 [116.74, 123.66]
Proposed
Collision events (count) 5.50 1.1 [4.94, 6.06]
Redundant reads (count) 8.30 0.7 [7.90, 8.70]
Sparse
Throughput (read/s) 78.91 4.2 [76.76, 81.06]
. Latency (s) 200.50 8.2 [195.78, 205.22]
Baseline
Collision events (count) 15.80 1.4 [14.99, 16.61]
Redundant reads (count) 18.20 1.0 [17.63, 18.77]
Throughput (read/s) 95.19 42 [92.99, 97.39]
Latency (s) 151.50 8.1 [147.85, 155.15]
Proposed
Collision events (count) 10.40 1.2 [9.80, 11.00]
Redundant reads (count) 11.40 0.9 [10.95, 11.85]
Dense
Throughput (read/s) 74.91 5.0 [72.34,77.48]
. Latency (s) 319.73 10.2 [314.01, 325.45]
Baseline
Collision events (count) 54.80 3.1 [53.25, 56.35]
Redundant reads (count) 27.20 2.0 [26.10, 28.30]

Note: SD! = Standard deviation, CI? = Confidence interval.
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Fig. 3 Simulation layout illustrating the deployment of RFID readers and
tags in a dense environment for evaluating the proposed adaptive power con-
trol framework. The layout includes strategic placement of readers and tags,
interference sources, and coverage areas to simulate real-world deployment
conditions. (Fewer tags and readers are shown for readability)

threshold of 0.5, and an adaptation rate of 0.05, which deter-
mines how quickly the readers adjust their power levels. The
readers aim to maintain a maximum detection range of 6 m
while minimizing interference with neighboring readers. In-
terference (samples shown in Fig. 4) with a threshold of 1.0 is
used to trigger power reductions when interference becomes

too high. These parameters simulate the behavior of RFID
readers in real-world conditions where multiple readers and
tags operate simultaneously.

B. Simulation Results and Analysis

1) Power Allocation Efficiency Analysis: Power allocation
efficiency was measured to assess how effectively the algo-
rithm minimized total power usage while maintaining perfor-
mance:

Total coverage gain
Total power consumption

Power efficiency = (17

The algorithm achieved an average power efficiency ratio
of approximately 1.8 dBm/coverage unit, which is 25% better
than fixed-power strategies, as shown in Fig. 5 for 20 readers.
In addition, variance in power levels remained below 1 dBm?,
indicating stable allocation.

This results demonstrate that adaptive power control con-
sistently outperforms fixed strategies by optimizing power al-
location and minimizing interference.

2) Reader Performance Analysis: Interference and Col-
lision Reduction Analysis (Fig. 6(a)): The reduction in cu-
mulative interference, Iym(R;) was consistent across differ-
ent configurations. Prior to implementing the adaptive algo-
rithm, interference increases linearly with the number of read-
ers due to overlapping interrogation zones. After applying the
algorithm, a notable reduction of approximately 34% is ob-
served, demonstrating the framework’s effectiveness in miti-
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Fig.4 Samples of interference scenarios captured during simulation for various tag and reader mobility configurations. Heatmaps illustrate the spatial distribu-
tion of interference levels, with hotspots dynamically shifting due to adaptive power adjustments and mobility effects. The results demonstrate the effectiveness
of the proposed framework in mitigating interference across sparse and dense RFID deployments, enhancing system reliability and throughput

2.0

[ Adaptive power efficiency
— — — Avg efficiency

— = = Fixed power efficiency

Power efficiency (coverage gain/power)

NS XS 0ADIQDDDHE 0N DO D
Reader

Fig. 5 Power allocation efficiency per RFID reader in a dense deployment
scenario for 20 readers

gating reader-to-reader interference. This result indicates that
adaptive power control dynamically adjusts transmission lev-
els to minimize unnecessary power usage and interference.
Average Energy Consumption (Fig. 6(b)): The analysis
of energy consumption before and after applying the algo-
rithm reveals a clear decline in power usage per reader. The
proposed algorithm achieves an approximate 15% reduction
in power consumption, which is critical for battery-operated
RFID deployments. These results confirm that the adaptive
power control mechanism optimizes power allocation without
compromising overall system performance.

Average Interference Reduction (Fig. 6(c)): A steady de-
crease in interference, Iym(R;) is observed as the number

of readers increases, with the adaptive algorithm maintain-
ing reductions above 30% even in large-scale deployments.
This finding demonstrates the scalability of the proposed ap-
proach, effectively managing interference across different net-
work sizes.

Average Latency (Fig. 6(d)): The latency graph reveals
that, after applying the adaptive control strategy, the system
achieves a 20% reduction in latency across varying numbers
of readers. This suggests that the algorithm enhances response
times by optimizing power levels for efficient tag detection
and minimizing collisions.

Average Throughput (Fig. 6(e)): The throughput is sig-
nificantly improved, with an observed 20% increase after
applying the adaptive algorithm compared to the baseline.
The adaptive power control ensures optimal power allocation,
leading to a higher number of successfully read tags per sec-
ond.

Collision Probability (Fig. 6(f)): The reduction in collision
probability is particularly important in high-density environ-
ments, where the algorithm achieves a 40% decrease in colli-
sions compared to the baseline. This improvement highlights
the robustness of the proposed solution in enhancing system
reliability under heavy load conditions.

3) Scalability Analysis: To test scalability, the number of
readers and tags was incrementally increased, to evaluate how
the adaptive power control algorithm scales with an increas-
ing number of readers in terms of throughput (tag/s) and in-
terference reduction (%). As shown in Fig. 7(a), the algo-
rithm maintained its interference reduction capabilities, with
interference reduction percentages remaining above 30% for
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Fig. 7 Scalability analysis of the adaptive power control framework across varying network densities: (a) Throughput vs. interference reduction trends,
illustrating the framework’s ability to maintain high throughput with consistent interference mitigation; (b) Power consumption per reader density, showcasing the
efficiency of the adaptive approach compared to the baseline; (c) Detection reliability across network densities (500 readers shown for readability), demonstrating
the algorithm’s robustness in maintaining over 95% reliability even under large-scale deployments

configurations up to 1 000 readers. Throughput continued efficiency results showed that the algorithm optimized power

to scale linearly, indicating the algorithm’s ability to handle
larger networks without significant performance degradation
while sustaining efficient tag detection rates. The interference
reduction remains consistent, averaging around 30%~35%,
demonstrating the algorithm’s effectiveness in managing in-
terference across varying scales. These results suggest that
the proposed method optimally allocates power, ensuring that
scalability does not come at the cost of excessive interference.
Power Consumption per Reader Density (Fig. 7(b)): Power

usage effectively, reducing average power consumption by
15% compared to a static power control strategy. The results
indicate that power consumption stabilizes at higher densi-
ties, highlighting the algorithm’s effectiveness in preventing
unnecessary energy use. This trend is particularly crucial for
large-scale deployments where energy efficiency is a primary
concern.

Detection Reliability Across Network Densities (Fig. 7(c)):
The algorithm maintained high detection reliability across
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Fig. 8 Convergence and interference reduction analysis of the adaptive power control framework: (a) Convergence performance under low and high-density
networks, showcasing stabilization within 300~1 000 iterations; (b) Power level adjustments over iterations, demonstrating effective stabilization and variance
reduction; (c) Interference reduction under varying path loss conditions, confirming the framework’s adaptability across different environmental scenarios

various reader densities. The percentage of tags successfully
read remained above 95% even when the number of readers
increased to 500, indicating strong adaptability to dense envi-
ronments. The relatively stable detection reliability suggests
that the algorithm effectively balances power allocation to en-
sure optimal tag detection without overwhelming the system
with excessive power levels.

4) Convergence Analysis: The convergence of the adap-
tive power control algorithm was evaluated using both average
convergence time and power stabilization metrics.

Average Convergence Time: The algorithm showed consis-
tent convergence across all network densities tested. For net-
works with 10 readers (low-density networks), power levels
stabilized within 300~ 400 iterations, while for networks with
100 readers (high-density networks), convergence occurred by
iteration 800. This aligns with the theoretical convergence
properties and contraction mapping analysis shown in Ap-
pendix A. Figs. 8(a) and 8(b) show convergence curves for
different network densities, highlighting rapid stabilization in
smaller networks and consistent convergence in larger ones.
The rapid convergence in smaller networks supports the theo-
retical proof that the algorithm’s update rule forms a contrac-
tion mapping, ensuring convergence.

Convergence Robustness: To measure stability, the vari-
ance of transmission power levels, Gf% was tracked post-
convergence.

n
op =3 (R—P), (18)

i=1
where P is the mean power level after convergence, 7 is the
number of observations, and P; is the power lever of reader
R; at the ith iteration. The power variance remained below
0.1 dBm? even when environmental conditions changed, such
as noise level variations or sudden increases in tag density.
This confirms the Lyapunov stability criterion, demonstrating
that the algorithm can maintain equilibrium even under per-

Tab.3 Power variance under dynamic conditions

Re-stabilization

Scenario Power variance (dBm?) time (iterations)
Baseline 0.08 -
Increased noise 0.12 50
Tag density increase 0.14 100

turbations. The algorithm’s stability was further tested un-
der scenarios involving environmental changes: (i) Noise Im-
pact Test: When Gaussian noise with a standard deviation of
1.5 dBm was introduced at iteration 500, the power variance
remained below 0.15 dBm?. (ii) Dynamic Tag Density: In-
creasing tag density by 50% at iteration 700 caused temporary
fluctuations, but power levels re-stabilized within 100 itera-
tions, indicating resilience. Tab. 3 shows the power variance
under dynamic conditions, confirming the algorithm’s robust-
ness.

5) Impact of Varying Path Loss Exponents: The algo-
rithm’s performance was tested across different path loss con-
ditions: (i) Open Space (lower 8): With 8 = 2.0, interference
levels were initially higher due to longer signal reach. The al-
gorithm managed to reduce interference by 25% on average.
(ii) Obstructed Environment (higher f8): With 8 = 4.0, in-
terference was naturally lower but more unevenly distributed.
The algorithm improved uniformity in power distribution, en-
hancing throughput by 18%. This analysis, shown in Fig. 8(c)
is particularly relevant for deployments in different environ-
ments, such as open areas and indoor obstructed environ-
ments, showcasing the flexibility of the proposed approach.

6) Fairness Analysis: Beyond calculating the fairness in-
dex, a detailed distribution analysis was conducted to under-
stand how power levels varied among readers: (i) The fairness
of power allocation was assessed using Jain’s fairness index.

(S5, P)°

J= izl 19
nyp P2 (19
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Tab. 4 Fairness metrics and distribution analysis

Tab. 6 Statistical analysis of key metrics for a 100-reader network

Values
Metric Before After Enhancement (%)
algorithm  algorithm
Jain’s fairness index 0.82 0.94 +14.6
Standard deviation (dBm) 4.5 2.1 —-53.3
Gini coefficient 0.15 0.08 —46.7

Tab.5 Network recovery time and power adjustment post-failure

Network recovery metrics

Failure scenario Recovery time ~ Average power Coverage

(iterations) change (dBm)  reduction (%)
Single reader failure 100 +2.1 2.5
Multiple reader failures 150 +4.3 5.8
High-density network 200 439 .

(500 readers)

with J approaching 1 indicating near-perfect fairness. Post-
algorithm, the fairness index improved from 0.82 to 0.94,
showcasing more equitable power distribution among read-
ers. (ii) Standard Deviation of Power Levels was measured
to quantify the spread of power allocations across the net-
work. (iii) Gini Coefficient: Used to assess the inequality of
power distribution, with a lower value indicating more equi-
table power control. Tab. 4 presents fairness metrics and dis-
tribution characteristics before and after applying the adaptive
algorithm.

To as-
sess resilience, readers were randomly disabled during the
simulation to simulate failures: (i) Immediate Power Redistri-
bution: The algorithm reallocated power among active read-
ers, preventing sudden drops in coverage. (ii) Network Recov-
ery Time: The average time to re-stabilize the network after

7) Failure Resilience and Network Recovery Time:

a failure was 150 iterations, with minimal degradation in per-
formance metrics. Tab. 5 shows the recovery time and power
allocation adjustments post-failure.

8) Statistical Robustness: To confirm the reliability of the
results, each scenario was simulated 100 times with varying
initial conditions: (i) Mean and Standard Deviation: Calcu-
lated for key metrics such as throughput, latency, and collision
probability. (ii) Confidence Intervals: 95% confidence inter-
vals were determined for average metrics to ensure result con-
sistency. Tab. 6 shows the statistical results for a 100-reader
network. The low variance across multiple simulation runs
validates the robustness of our framework, proving its relia-
bility under real-world conditions.

9) Compliance Bound Analysis: In practice, transmit
power, P, must be constrained to the regulatory power limit
imposed by standards such as EPCglobal Gen2 or FCC and
ETSI power regulations Ppax, 30 dBm EIRP in the UHF spec-

. Standard 95% confidence
Metric Mean L .
deviation interval
Throughput (tag/s) 4 800 150 [4 650, 4 950]
Latency (ms) 19.5 1.1 [18.3,20.7]
Collision probability (%) 12.5 0.8 [11.7,13.3]
Energy consumption 4 ) 15. 365
per reader (mW) 340 3 [315,365]
Energy per read (mW) 7.1 0.4 [6.7,7.5]
Fairness index 0.94 0.03 [0.91, 0.97]
Interference power (dBm) 32.5 2.1 [30.4, 34.6]
Detection reliability (%) 97.5 0.5 [97.0, 98.0]
Latency per read (ms) 0.004 1 0.000 3 [0.003 8, 0.004 4]
50 . ;
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Fig. 9 Impact of adaptive vs. fixed power control methods on electromag-
netic interference (EMI). The adaptive power control method demonstrates a
significantly higher EMI reduction of approximately 45%, compared to 25%
achieved by the fixed power method. This substantial improvement highlights
the effectiveness of the adaptive power adjustments in minimizing unneces-
sary electromagnetic emissions, thereby creating a cleaner and more efficient
radio environment. The superior EMI reduction suggests that the adaptive ap-
proach dynamically optimizes power levels, effectively reducing interference
with nearby electronic systems and enhancing regulatory compliance. This
capability is particularly crucial in environments with stringent EMI regula-
tions and dense RFID deployments

trum. To achieve this, we assume that the distance d between
areader and tag follows a Gaussian distribution with mean g,
and variance 07, i.e., d ~ N(lg,07), thus,

(R —E[R])*

L
B > P™) Sexp |~y

(20)

By applying the Chernoff bound®!-*?], the probability that

* ! :
P’ exceeds P}, is bounded as

max E[Pt*])z
202 ’

A

P(P > Ppyx) < exp 1)

where E[Pf] = %ﬁ;’;’f is the expected value of P and

2 _ (Z2BGGH?

_ 2 . . . .
O = (~mp, )3 ) is its variance. In Fig. 9, we compare the
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Fig. 10 Comparison of adaptive and fixed power control methods: (a) Frequency utilization over iterations, showing higher and more stable utilization with
adaptive control; (b) Received signal strength comparison, demonstrating optimized power levels in adaptive control versus fluctuating levels in fixed control; (c)
Read success rate across different reader densities, highlighting improved detection reliability with adaptive power control

Tab.7 Performance comparison of power control strategies

Metric RL-based approach SA optimization This work
Throughput (tag/s) 4400 4300 4 800
Convergence time (iterations) 1100 1200 900
Energy efficiency per reader (mW) 370 390 340
Collision probability (%) 14.2 15.1 12.5

EMI reduction achieved by our framework to the non-adaptive
approach. Reduction in EMI is measured relative to a static-
max baseline in which all readers transmit at Py,x = 30 dBm.

10) Spectral Analysis: (i) Spectrum Utilization:
Fig. 10(a) compares spectrum utilization over iterations
between the adaptive and fixed power control methods. The
adaptive power control method maintains higher frequency
utilization efficiency, stabilizing around 85%, whereas the
fixed power approach fluctuates and achieves lower effi-
ciency. This indicates that the adaptive approach dynamically
allocates resources more effectively, ensuring better spectral
efficiency and minimizing channel wastage. The gradual
stabilization of frequency utilization in the adaptive approach
suggests better long-term efficiency in dynamic environments.
(ii) Received Signal Strength Indicator (RSSI): The RSSI
comparison show in Fig. 10(b) shows that the adaptive power
control maintains a more stable and optimized signal strength
level, averaging around —30 dBm, whereas the fixed power
method fluctuates significantly, often exceeding optimal lim-
its. The fixed power control method results in inconsistent
RSSI values, which could lead to unnecessary energy con-
sumption and interference. The adaptive approach balances
power levels effectively, ensuring that the received signal is
consistently strong enough for tag detection without excessive
power usage.

(iii) Read Success Rate: Fig. 10(c) illustrates the success rate
of tag reads across different numbers of readers for both power

control methods. The adaptive power control method outper-
forms the fixed power method, achieving up to 95% success
rate, whereas the fixed power approach drops below 80% for
larger reader densities. The success rate improvement high-
lights the ability of the adaptive framework to reduce reader-
to-reader interference and optimize power allocation for bet-
ter tag detection reliability. The consistent performance of the
adaptive method across all reader densities demonstrates its
robustness in handling scalability challenges.

11) Comparative Study Against State-of-the-Art Strate-
gies: The adaptive algorithm was compared against recent
strategies such as machine learning-based power control al-
gorithms and heuristic optimization methods. The machine
learning-based strategy utilized reinforcement learning (RL)
for dynamic power allocation?33341 achieving significant
improvements in system adaptability. However, our adaptive
algorithm outperformed it by achieving 10% higher through-
put and 15% better energy efficiency. Similarly, heuristic opti-
mization methods such as simulated annealing (SA)!33-3%! re-
quired 1 200 iterations to stabilize, whereas our adaptive al-
gorithm achieved convergence in just 900 iterations. Tab. 7
presents a detailed comparison of the three approaches.

12) Comparative Analysis with Baseline Approaches: To
demonstrate the effectiveness of the adaptive power control
algorithm, we compared it with the following baseline strate-
gies: (i) Fixed-Power Strategy: Readers maintain a constant
power level throughout the simulation, and (ii) Static Power

Authorized licensed use limited to: Auburn University. Downloaded on July 18,2025 at 03:15:09 UTC from IEEE Xplore. Restrictions apply.



Adaptive Power Control for Dense RFID Networks 117
Tab. 8 Comparative performance metrics for different strategies
Metric Fixed-power Static control This work
Throughput (tag/s) 3500 4200 4 800
Average latency (ms) 28.5 24.0 19.5
Energy efficiency per reader (mW) 400 380 340
Fairness index 0.82 0.87 0.94
Collision probability (%) 25 18 12
Control: Readers adjust power levels once at the start but do . .
. . . ® Adaptive algorithm
not adapt dynamically. Tab. 8 summarizes the comparative o Bascline strategy
performance metrics: 0.354 © Adaptive Pareto front
§ ® L © Baseline Pareto front
13) Additional Observations: Impact of Reader Coop- = 030+ ° ? . .
eration: Simulations with cooperative reader behavior (shar- £ ..', PLI ! .
. . . . . = e L]
ing power information) showed 12% reduction in network- g 0.25 4 ¢ Slo®oo Je°
. . . (] o
wide power usage, an improvement in overall coverage con- z 0.20 .0 o® ‘\'. b~ - :.
. . . - b (]
sistency, and reducing tag read failures by 7%. i o ‘ °°
Load Balancing Performance: The algorithm’s load bal- g’ 0.15 4
ancing capability was assessed by measuring the evenness of =
tag distribution across readers. The algorithm distributed tags 0-1(1)6 5 000

evenly, improving read balancing by 20% compared to static
approaches. Reader utilization variance decreased to 3.5%,
indicating uniform load sharing.

Long-Term Operational Analysis: Long-term operational
stability was assessed over extended simulation times (up to
5 000 iterations) to evaluate how the algorithm performed un-
der continuous operation. (i) Power Drift Mitigation: Power
drift was observed and corrected as the algorithm maintained
stability, preventing power level degradation over time. (ii)
Performance Degradation Check: Throughput and success
rates were monitored, showing less than a 5% performance
drop even after 5 000 iterations, indicating strong long-term
robustness.

Stress Test: Our simulation results confirm stable perfor-
mance up to 1 000 readers, and preliminary stress tests sug-
gest that the algorithm remains stable beyond this limit. How-
ever, additional optimizations, such as hierarchical power con-
trol schemes, can be explored for extreme-scale environments.
Multi-objective Optimization Performance: The algorithm
was evaluated for its multi-objective optimization capabilities,
balancing throughput, energy efficiency, and fairness. Pareto
front analysis was conducted to observe the trade-offs be-
tween different objectives. The adaptive algorithm maintained
an optimal Pareto front, showing efficient trade-offs between
maximizing throughput and minimizing power usage. Fig. 11
illustrates the Pareto front comparison between the adaptive
algorithm and baseline strategies (non-adaptive), demonstrat-
ing superior multi-objective performance.

Objective Weight Sensitivity: The impact of changing objec-
tive weights (e.g., prioritizing energy efficiency over through-

0.9

Fairness index 0.8

4500
4000 Throughput

0.7 3500

Fig. 11 Pareto front comparison of the adaptive power control algorithm
versus the baseline strategy. The 3D scatter plot visualizes the trade-offs be-
tween throughput, energy consumption, and fairness

put) was analyzed. (i) Energy Priority Setting: When energy
efficiency was weighted higher, the algorithm reduced power
consumption by an additional 10% but maintained a 15% re-
duction in throughput. (ii) Throughput Priority Setting: When
throughput was prioritized, the algorithm increased power us-
age by 8% but improved throughput by 25%.

Summary of Experimental and Simulation Findings: The
proposed adaptive power control framework demonstrates ro-
bust performance across diverse RFID scenarios. By leverag-
ing real-time environmental feedback and game-theoretic op-
timization, it dynamically adjusts reader transmit power to re-
duce interference, mitigate collisions, and enhance efficiency.
Unlike static or heuristic methods, it adapts seamlessly to
changing tag density, mobility, and overlapping reader zones.
In USRP testbed deployments, the framework achieved up
to 24% higher tag read throughput, 40% lower latency, 65%
fewer collisions, and 54% fewer redundant reads. Simula-
tions involving 1 000 readers and 1 000 000 tags showed 20%
throughput improvement, 15% lower energy use per reader,
and over 30% interference mitigation. The system converged
in under 1 000 iterations, maintained over 95% detection reli-
ability, improved fairness (Jain’s Index: 0.94), and showed re-
silience to reader failures and environmental dynamics. These
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results confirm the framework’s scalability, adaptability, and
real-world viability for dense, large-scale RFID networks.

VII. FURTHER REMARKS

While the framework offers notable improvements, certain
limitations must be acknowledged: (i) Real-Time Feedback
Dependency: The framework relies on accurate environmen-
tal feedback, which may introduce latency or inaccuracies
in highly dynamic environments. (ii) Hardware Constraints:
Practical deployments may face hardware limitations in im-
plementing the dynamic power control algorithm, particularly
in legacy RFID systems. (iii) Scalability in Extreme Densi-
ties: Although the framework is scalable, extremely dense
environments with thousands of readers may require further
optimization to ensure performance stability.

The framework’s implications extend beyond dense RFID
systems. Its adaptive approach can influence other Internet of
things (IoT) technologies, where interference and energy ef-
ficiency are critical concerns. Applications in supply chain
logistics, healthcare, and inventory management can partic-
ularly benefit from the proposed solution. Several avenues
for future research can further enhance the framework: (i)
Machine Learning Integration: Incorporating predictive al-
gorithms to anticipate environmental changes and optimize
power control. (ii) Experimental Validation: Conducting real-
world experiments to validate the framework’s performance
and address practical challenges. (iii) Multi-Objective Opti-
mization: Extending the framework to include additional ob-
jectives, such as fairness in resource (frequency and times-
lots) allocation and latency reduction. (iv) Applications in
Emerging Technologies: Adapting the framework to other [oT
systems and protocols beyond RFID, such as 6G networks or
smart cities.

VIII. CONCLUSIONS

This paper presented a novel adaptive power control tech-
nique for RFID sensing, addressing the limitations of static
power settings in dense environments. The proposed method
enhances system robustness and energy efficiency by continu-
ously adjusting transmission power based on tag distance, in-
terference levels, and network congestion. The extensive ex-
perimental and simulation studies demonstrated that the pro-
posed algorithm can effectively reduce interference and op-
timize power usage in a dense RFID environment. It of-
fers a promising, scalable solution for improving dense RFID
system performance in real-world applications with multiple
RFID readers and a dense RFID tag population, thus estab-
lishing a foundation for future advancements in interference
management and adaptive power control across various wire-
less communication domains.
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APPENDIX

A) Theoritical Analysis of Stability and Convergence: To
establish the stability and convergence of our proposed algo-
rithm, we expand Eq. (9) and prove that, despite the decen-
tralized nature of decision-making, the algorithm converges
to a stable Nash equilibrium®’-38!. This is achieved by lever-
aging Lyapunov stability analysis*° and contraction mapping
techniques, ensuring that the distributed power control mech-
anism remains robust, efficient, and scalable in dense RFID
environments.
A.1) Utility Function: To ease of elaboration and analysis,
we re-write the utility function as
ui(P;, P-;) = Ri(Pi,P-;) — Ci(P,), (A.T)

where Ri(P,',P_,') = ZTI-ET,- G[Si,j(t) > S[hresh] — }Lllsum(Rht) is
the revenue function, and C;(P;) = ),zPiz is the cost function.
Existence of Nash Equilibrium: To prove the existence of
a Nash equilibrium from Eq. (11), we rely on the following
sufficient conditions.

o The strategy space [Puin, Pmax] is @ closed and bounded
interval, being compact and convex.

e The utility function u;(P;, P—;) is concave in P; because

()214,' azRi
= 2. A2
PToT 2 (A2)
2R
Assuming %’ﬁl < 0 (revenue decreases with increasing

power), and since A, > 0, it follows that the Hessian matrix[4?!
Hi; is negative definite.
o 62ui
= 3

H; < 0, ensuring concavity. (A.3)

e The continuity of u;(P;,P—;) follows from the assumed
continuity of R;(P;, P_;) and C;(P;).

Hence, by the Debreu-Glicksberg-Fan theorem*!l, a Nash
equilibrium P* = (P, P5,---,Py) exists. This implies that
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no reader can improve its utility by unilaterally changing its
power level.

Convergence of Adaptive Algorithm: The best response for
areader R; is defined by

pD — argmax {Mi(Pi>P£ki>)} : (A4

i
})I_
The adaptive power control algorithm updates the power
levels iteratively using the gradient ascent method

plh) _ plh) du;

: 1 (A.5)

)
P p

where ¥y > 0 is the learning rate controlling the update step
size and it is chosen such that the Lipschitz condition*?! L =

Pu, < 1 is satisfied
oP? )

Monotonicity of Utility Improvement: At each iteration k,
the utility u;(P*™, P

—i

Ymax; ’

) satisfies

ui(PED PXY > (P30, PRy, (A.6)

i 't —i i —i

e Applying Taylor expansion, we have

(kt1) (k) ®) (k) du;
(PED POy oy (p®) pRy Ly [ 2 . (AT
u ( i i ) ul( i i ) Y(aPl p_(k)A’pﬁk,)) ( )
e By the gradient ascent update rule, —3;: ’Pi(k) A0 >0, en-

suring
wi(PY PO — (P PY) > 0.

4 4

(A.8)

Thus, the utility of each reader is non-decreasing at every
iteration, ensuring monotonic improvement.

Contraction Mapping and Convergence: Let P —
(Pfk),Pz(k), fe ,Pls,k)) represent the power vector at iteration k.

The algorithm forms a contraction mapping

IPED P <c| PO P, ce1),  (A9)

where P* is the Nash equilibrium and the following hold.
(i) The contraction constant ¢ depends on the curvature of the
utility function u;(P;, P_;).
(ii) The concavity of u;(P;, P—;) ensures diminishing gradients
as P, — P".
(iii) The update rule is a contraction if the Jacobian matrix
k+1

Jij= % of the mapping satisfies ||J|| < 1.

Thus, gradient ascent update satisfies the contraction map-
ping property, leading to convergence

k—roo
Fixed Point and Convergence: After convergence, Pl.<k+l> =
Pi(k) = P7, satisfying the Nash equilibrium condition
ou; 0. Viet ALD)
15 = i . .
o, P* P*. ’

This condition ensures that no reader can unilaterally improve
its utility by adjusting its power level, confirming that P* is
stable. To verify the uniqueness of P*, we employ the Lya-
punov stability theory!®”!, which provides a framework for an-
alyzing the behavior of dynamic systems over time. It states
that a system is considered stable if, starting from an initial
state, it returns to equilibrium or remains bounded.
Lyapunov Function Definition: A Lyapunov function
V(P(t)) for the distributed power control system is defined
as

1
=3,

1

(wi(P(t), P_i(1)) —wi(PF,P)) . (AL12)

M=

V(P())
i

where u;(P;, P—;) represents the utility function of reader R;
and P* = (P, P;,--- ,Py) is the Nash equilibrium power con-
figuration. The Lyapunov function V (P(t)) measures the de-
viation of the system’s current state from the Nash equilib-
rium. For stability, V(P (¢)) must satisfy

V(P(t))>0 VYP(t)# P andV(P*)=0. (A.13)

Lyapunov Function Derivative: The time derivative
V(P(t)) is given by

N u: (P >
V(P(1) = Z(B(t)fg*)%w.

i=1

(A.14)

If 3—1“3; < 0 for all non-equilibrium states P(z) # P*, then

V(P(1)) <0. (A.15)
This indicates that the Lyapunov function decreases over
time, proving that P(¢) — P* as t — oo, which is the stable
equilibrium point. Since the Lyapunov function V(P(¢)) sat-
isfy
V(P(1)) < —K||P(t) = P,

for some k >0, (A.16)

we conclude that the Nash equilibrium P* is unique, leading
to global stability.

A.2) Long-Term Behavior in Dynamic Environments: In
practical RFID deployments, the system operates in dynamic
conditions where tag density and interference levels may fluc-
tuate over time. The proposed algorithm adapts to such varia-
tions by continuously recalibrating power levels based on real-
time feedback. The long-term behavior is characterized by the
following properties.

(i) System Stability: At Nash equilibrium, each reader oper-
ates at its optimal power level, ensuring the system reaches a
stable configuration. Stability is vital in dense RFID environ-
ments to avoid oscillatory or unpredictable behavior caused
by uncontrolled power adjustments.
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(ii) Robustness to Environmental Changes: The algorithm
remains robust to changes in tag density and interference lev-
els by ensuring that each reader’s power level is updated in
response to environmental feedback. Let &(¢) denote the en-
vironment state at time ¢, influencing the utility »; and the up-
date rule expressed as in (A.5). As &(r) changes, the system
converges to a new Nash equilibrium, ensuring stable perfor-
mance over time.

(iii) Energy Efficiency and Collision Mitigation: The long-
term energy efficiency is guaranteed by minimizing the power
cost C;(P;) without sacrificing throughput. The collision prob-
ability P is reduced as readers stabilize at power levels that
minimize interference. Experimentally, the system achieves a
high throughput (> 90%) even under dynamic conditions and
energy savings (> 30%) compared to static power allocation
strategies.

(iv) Optimal Resource Utilization: Convergence ensures
that readers minimize interference while maximizing through-
put and power consumption is optimized, achieving energy
efficiency without sacrificing tag detection accuracy. For ex-
ample, readers avoid overusing power, which could degrade
the overall system performance due to excessive interference.
(v) Avoidance of Suboptimal Strategies: Without conver-
gence some readers might underutilize their power, leading
to missed tag reads and others might overuse power, causing
excessive interference. Convergence ensures that all readers
reach a mutually optimal state, avoiding these inefficiencies.
A.3) Theoretical Guarantees of Stability:

To summarize, the proposed algorithm guarantees global
stability and robust long-term behavior due to: (i) The concav-
ity of the utility function u;(P;,P_;), ensuring a unique Nash
equilibrium. (ii) The monotonic improvement of utility at
each iteration. (iii) The contraction mapping property guar-
antees convergence to a stable fixed point. (iv) Adaptability
to dynamic environments, enabling the system to recalibrate
and maintain efficiency. These theoretical guarantees are sup-
ported by both analytical derivations and experimental valida-
tions, as presented in section VI.

B) Scalability Analysis in Terms of Coverage

B.1) Coverage Area per Reader: The coverage area Acoverage
of a single reader within the total area of deployment,
Adeployment> depends on its coverage radius 7coverage, Which is
determined by the received signal strength at a tag. The min-
imum detectable signal strength Py, at a tag is related to the
reader’s transmit power T; by the Friis equation*!

A 2
Prin = T;G,G, (4) ; (B.1)
Tt coverage

where G; is the reader antenna gain, G, is the tag antenna gain,
A is the wavelength of the transmitted signal, and rcoverage 1S

the reader’s coverage radius. Rearrange it to find rcoverage

1

’Ti A/ 2\ 2

Tcoverage — (FGtGr (47_[> > .
min

2
For simplicity, let C; = G;G, (%) . To account for path

(B.2)

loss in realistic environments, we introduce the path loss ex-
ponent 1], leading to

1

T\ 7
Tcoverage = (Cl P I ) . (B.3)

min
The coverage area of a single reader is given by
T 2 T 2

A =m|Cj— =C ! B.4
coverage < 1 Pmin> 2 < Pmin) ) ( )

2
where C; = 1iCy' .

B.2) Total Coverage with N Readers: For a network with
N readers, the total theoretical coverage is

G
Atotal = NAcoverage =NC, . (B.5)

Prin
However, in dense deployments, overlaps between interro-
gation zones reduce the effective coverage. Assuming over-
laps scale as @’(N?), the effective coverage becomes

Actfective = Arotal — Overlaps. (B.6)

Using Overlaps ~ €'(N?), the effective coverage simplifies
to

2
Aefteciive ~ € (NTl-” —Nz) : (B.7)
B.3) Scalability Across Deployment Densities:
1) Low-Density Deployments (N < Ageployment): In low-
density deployments, the overlap between interrogation zones
is negligible, so the effective coverage scales linearly with the
number of readers

Actfective ~ NAcoverage ~ ﬁ(N) (B.8)

2) High-Density Deployments (N > Ageployment): In high-
density deployments, overlaps dominate, reducing the effec-
tive coverage. To mitigate interference, the system dynami-
cally reduces the transmit power of each reader. If the power

scales as .
P~0C (N) , (B.9)
then the coverage area of a single reader becomes
2
Acoverage ~ O <<1> n) . (B.10)
N
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The total effective coverage is then given by

-2
Acfective = NAcoverage =0 (N ”) .

For the case of free space, we have 1 = 2. Thus Acffective =
0'(1). The algorithm allows for efficient scaling without inter-
ference in low-density environments, supporting linear scala-
bility. In high-density environments, the dynamic adjustment
of transmit power (P, ~ &(1/N)) ensures stable performance
despite saturation ineffective coverage. This validates the al-
gorithm’s ability to manage dense deployments effectively.

(B.11)
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