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Abstract

The software architecture in modern vehicles enables highly networked and innovative systems. At the same time, more and
more regulations for type approval of a vehicle have to be taken into account in software development. To ensure consistent
quality and compliance with regulations, it is therefore important to test effectively and efficiently. In this article, a modular
testing approach is presented that assigns test activities based on special features of a software item. These activities are
called modules in the approach. Each module is based on a legal regulation or standard. To ensure efficient and effective
testing, the test modules with the highest required identification rate per test objective must always be performed. Carrying
out several test modules with the same test objective is not expedient.

Keywords Software testing - Test strategy - Modularity - Test planning - Fundamental test process

1 Introduction

Vehicles are increasing complex due to new, mostly soft-
ware based, functionalities. This change is also altering the
vehicle development process. The verification and validation
phase transforms from hardware testing to software testing.

However, software testing faces a conflict of goals
between efficiency on one hand and effectiveness on the
other. That means that the testing needs to be as short as pos-
sible and at the same time confirm the quality as good as pos-
sible [1]. The conflict of goals is intensified by the number
of software releases. Usually during a development project,
the number of software releases is higher than that of vehicle
hardware versions. In this context, hardware is understood to
be car components such as body parts or chassis components
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but not Electronic Control Units (ECUs). The development
cycles are designed to develop these kind of hardware com-
ponents . But for SW-development, testing, like all other
development steps, must therefore take place more frequently
than for hardware development. These steps include develop-
ment of hardware, such as ECUs, that is directly linked to the
Software. While testing it is important to consider any impact
on the software by such kind of hardware, e.g. by the use of
HiL test racks.

However, there are two factors that increase this conflict
of goals. The first factor is technological progress, the sec-
ond is the change in legislation. The development of new
technologies in software and ECU design, architecture and
performance increases the amount of necessary testing activ-
ities. In addition, new regulations and standards all over the
world add effort to these activities as well. But the time for
development and especially for verification and validation
activities is limited due to customer wishes and competition
for market shares [1, 2].

To secure the quality and reduce the risk of vehicle recalls
it is necessary to conduct software tests, that effectively
detect failures. This means that different test objectives
can be achieved by different testing activities but a holistic
picture of the quality must be obtained with the help of a
test strategy. Depending on the overall test objectives and
functionalities of the software item there can be many dif-
ferent strategies found in literature. For instance, Ring [3]
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proposes a test strategy for cyber security testing, Sattler [4]
and Armstrong [5] for functional safety testing.

To keep testing both efficient and effective, it is neither
possible nor targeted to follow for all kinds of functions the
same strategy and perform the same activities. That means,
that for all software items, an overall test strategy is neces-
sary, which addresses all characteristics and requirements on
the software on each architectural test level.

To handle all the different technological and regulative
requirements and changing conditions, developing parties
need a test strategy to plan all test activities according to the
time schedule of a project. The primary objective of such a
strategy is efficiency and manageability of the enormous test
efforts. It must be taken into account that exhaustive testing
of software is impossible, but a strategy should be designed
in such a manner that as many error states as possible are
detected [6].

To manage the increasing technological, regulatory and
normative complexity, it is advisable to use a generic test
strategy for all software functions. In a previous paper we
discussed that this can be reached by the means of a modular
approach [1]. The thrust of this article is to present such a
modular approach to test the growing amount of software
functions placed on few ECUs. The challenge here lies not
only in the increasing number but also in the divergent tech-
nical characteristics and the associated legal and normative
requirements. To gain this modularity the following ques-
tions will be answered:

1. Which special features are relevant for a software project?

2. Which standards and laws are relevant for test and cer-
tification of the software?

3. Which test activities are important?

4. How to determine test modules relevant per special features?

Consequently, the paper is divided into three parts. The
first part will answer the questions listed above in general.
It is presented at which point in time the method can sup-
port the fundamental test process (further information can be
found in [6]) and how the questions might be clarified for the
application of the method for individual software projects.
The focus here is on the identification of special features
and, associated with this, the hermeneutic method for deriv-
ing test activities and modules. The generic development of
the method, described in the first section, forms the basis
for the further chapters. A technical example expands the
generic development in the following part. It shows how
the method can be applied for a specific software project.
In addition, the example confirms the effectiveness of the
method. Finally, in the last part the added value of this
method is presented.
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Fig. 1 Use of the MTB during the test planning phase in the funda-
mental test process [1]

2 Modular Approach for Optimized
Test Planning

Software testing is a very complex task and not every
approach for testing leads to the defined test objective. The
fundamental test process provides a framework for design-
ing an efficient test process. Self-explanatory, the process
steps must be individually adapted for each development
department or software development project. Different
methods or guidelines help to increase the efficiency of
testing. Many of these methods aim at tool usage and auto-
mation in the process steps test design, implementation,
or execution.

The method presented here focuses on the efficient
planning during the first process step. This step sets
the course for efficient testing and is therefore of great
importance for its success. As shown in Fig. 1 test plan-
ning depends on a test strategy. The test strategy provides
guidelines for the test manager while planning the test
activities. For complex development projects, a test strat-
egy must reflect and cover this complexity. Aforemen-
tioned, the development of modern vehicles is extremely
complex, as they have to fulfil a multitude of requirements,
standards and laws. In addition, a huge number of differ-
ent software technologies for single functions is utilized
making the processes even more complex.

To address this, a modular approach was developed as a
testing strategy. The basis is built up from special techni-
cal features within the software functions. The basic idea
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is modularization, as it is well known from Volkswagen’s
vehicle platforms (e.g., the MQB1 or MSB?) [7]. The
advantage of platforms is the use of standardized mod-
ules that reduce both costs and development time [8]. This
advantage is carried over to the test strategy. To further
illustrate the idea of vehicle platforms, the modular test
strategy will be referred to as the "Modularer Testbaukas-
ten”® (MTB) in the following.

Also, the focus during development of the method are
software projects for vehicle development the method is
generic, adaptable, and suitable for each complex software
project. In the centre of the method are the four questions
which need individual adaption for each project.

2.1 Which Special Features are Relevant
for a Software Project?

The Base of the method are special features. Therefore, it
is the first step in adapting the method. The “Verband der
Automobilindustrie e.V.*” (VDA) defines special features as
"[...] features that require increased care and are not already
regulated by other processes" [9]. A distinction is made
between three different special features’:

e BM S = Safety & Security
e BM Z = Certification
e BM F = Function

Contrary to the VDA’s definition of special features, the
approach presented here deliberately takes features into
account that are regulated by other processes and standards
(for example functional safety regulated in ISO 26262). Due
to the different requirements that are combined within the
MTB, the definitions of the VDA must be further refined
and specified. Only with a sufficient granularity the desired
increase in efficiency can be achieved. For better under-
standing an example is given. The feature “BM S” includes
all test modules that are relevant for safety and security.
Therefore, all software functions which depend on safety
or security need testing with all test methods required by
the standards ISO 26262 [10] and ISO/SAE 21434 [11].
However, it may be that individual functions are affected by
either safety or security. For efficient testing it is therefore
necessary to further granulate the special features defined by
the VDA. The refinement is strongly dependent on the soft-
ware’s purpose and software technologies within the project.

! Modularer Querbaukasten

2 Modularer Standardbaukasten

3 English: modular test kit

German Association of the Automotive Industry

3 Special feature in German: Besonderes Merkmal (BM)

Choosing the right granularity builds success of the
method in efficient testing. To identify the right granularity
the following three major topics need to be identified:

Hardware and software technologies used by the func-
tions to be tested, e.g., connection to a back-end.

Technical characteristics of the product that can be influ-
enced by the software or system, e.g. tailpipe emissions.

Valid regulations for the type approval of the product, e.g.
for mechatronic systems, vehicles.

It is important not only take features into account well
known in the area, but also those from other areas. For
instance, chassis developers had no need to take tailpipe
emissions into account, but with the higher degree of net-
working between ECUs and SW components the chas-
sis component might influence the emissions. Therefore,
this might be an important feature for the MTB of chassis
development. As mentioned before hardware might have an
impact on the software as well and therefore plays a major
role in testing.

Once all features are identified, it is important to group
them for efficient testing. This means that if two of the iden-
tified features have the same test activities they should be
grouped to one special feature. The right granularity is reached
as soon as all features must be tested with different activities.

In chapter 3.1 we will give an application example and
explain the special features for it (see Fig. 4).

2.2 Which Standards and Laws are Relevant for Test
and Certification of the Software?

Next, is the investigation and analysis of standards and acts.
The aim is to identify requirements by regulations such as
standards or acts regarding software testing. For this pur-
pose, a systematic search algorithm based on the special
features is developed. Therefore, keywords are used for each
feature and combined to get results. A useful database might
be the online portal on European law “EUR-Lex®” or the
CARB's database on Laws and Regulations’.

2.3 Which Test Activities are Important?

To gain modularity the MTB uses several test modules for
testing. A test module describes one test activity. In their
sum, the test modules result in a holistic test run across all
levels to be tested. Depending on the special features, the
modules are combined in such a way that the test run is
most efficient and effective. Especially the measurement

6 https://eur-lex.europa.eu/content/welcome/about.html

7 https://ww2.arb.ca.gov/resources/documents/laws-and-regulations
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Fig.2 Development of test modules

of efficiency in testing is a well-known issue for software
testers in the automotive industry. In this industry the
development cycle is very stringent and uses several mile-
stones planned beforehand the project start. As a developer
and tester one has to keep these in mind to plan their work.
Therefor the testing needs to be efficient. A metric could
be the amount of tests or tested systems within the given
timeframe. In addition these metrics also need to address
legal requirements. This means only the amount of tests
that are relevant from a legal perspective count in this met-
rics. A tester will keep in mind, that only features which
a new or reworked need to be tested for each milestone.

A test module describes the test objective as well as
the test design and test method. As shown in Fig. 2 the
development process for a test module is based on three
major steps. Hermeneutics, and two expert evaluations.
One expert is from the field of testing, the other one is an
expert for one special feature.

In the first step the standards, acts and the latest tech-
nologies serve as input. These are analysed in detail with
a hermeneutic approach. The main part of the test modules
is based on the content of ISO/IEC/IEEE 29119-4 [12],
but other content, as instance, out of ISO 26262 [10], is
also considered.

After this step the experts examine the modules for cor-
rectness, feasibility, and completeness as well as the cor-
rect interpretation of the standards by legal hermeneutics.
The output are the single test modules which build up the
modular test kit.
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2.4 How to Determine Relevant Test Modules Per
Special Features?

Figure 3 shows the structure of the MTB. The special features
[A in Fig. 3] indicate which test modules [C] are relevant to
test a software item. To gain legal compliance the test mod-
ules are linked to a special feature, e.g., the ISO/SAE 21434
provides requirements for testing of the feature security.

However, different modules can have the same overall
test objective, but are associated with a higher effort to
gain. Therefore, these modules are categorised Fig. 3B.
For the most efficient testing it is necessary to only use
the module with the least effort to reach a test objective.
Due to legal requirements, it might be, that a test module
with more effort must be used to gain the objective. The
reason is that the activities with more effort usually have
a higher identification rate for failures.

As an example, the test modules “informal review” or
“inspection have the target to find errors in the code by a
manual review. However, the informal review is less time
consuming than the inspection. On the one hand for func-
tions with no special features the informal review is suffi-
cient, on the other hand the ISO 26262 demands an inspec-
tion for functions classified with the feature ASIL D.
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The efficient testing of modules is the greatest advantage
of the MTB during test planning compared to conventional
test strategies, in which one strategy is developed for each
feature. In the past this was mainly done for safety testing.
To be more effective and efficient the MTB needs imple-
mentation in existing structures and tooling. Another impor-
tant advantage is that the traceability between test case, test
strategy and standards and acts can be increased by integrat-
ing the test kit into the existing test tool chain.

3 Modular Approach in Practice

The modular approach to efficient test planning has so far
been presented in theory. To get a better picture of the MTB,
an application example and the confirmation of the method
will be presented in this section.

3.1 The Modular Test Kit for Chassis Development

The planning of software tests in the fundamental test pro-
cess must meet many requirements. The transforming condi-
tions, as instance, new software technologies, architecture
or new standards and laws must be considered while testing.
Additionally, software testing must still be efficient and tar-
get oriented. The MTB was developed to resolve this con-
flict. As test planning tool, this modular approach takes the
changing conditions into account and makes testing more
efficient. It can be adopted for the usage in different areas.
Typical areas of application are either individual develop-
ment projects, departments, or an entire company. In the
following, we demonstrate the application using the example
of vehicle chassis development.

In the past, one ECU controlled one functionality, e.g. the
ABS ECU. At this point the biggest distinction was made
between software functions with and without Safety rel-
evance. However, as discussed in [1] the number of ECUs
has been decreasing in recent years, whereas the number of
software functions has been increasing. Due to this changed
architecture, more and more functions are located on one
ECU, for instance chassis functions and powertrain func-
tions. Among other things, this leads to the fact that the
features assigned to the functions are no longer only FuSi or
non-FuSi, but that further requirements, for example OBD,
are placed on the functions. For this reason, the MTB for
planning the scope of the test based on special features.
Fig. 4 shows an exemplary extract of the MTB used for chas-
sis development.

The first step is the identification of the special fea-
tures. In Fig. 3[A] shows three examples. Base means the
test strategy for functions with no additional special fea-
tures, the other two are Safety ASIL D and Security. These
would both be BM S according to VDA [9]. In Fig. 4 a full
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Fig.4 Special features in chassis development

overview of the special features for chassis development
is given. Starting point are the special features defined by
VDA. For the application for chassis development the three
features are detailed by up to two stages. Stage 1 are the
main special features; Stage 2 are subordinate features. For
testing functional safety testing, the granularity is not suf-
ficient because an ASIL A function needs different activi-
ties than ASIL D. Therefore stage 2 is used for the safety
features of the MTB. However, “function as a service” and
“over the air updates” use the same technologies and there-
fore can be group to the special feature “remote updates”,
tested with the same test modules.

Each of the special features shown in Fig. 4 needs to be
tested with different test activities. These are based on legal
requirements from different standards and laws. These laws
need to be identified and interpreted to extract the test activities.

Therefore the next step is the analysis of standards and
acts on the baseline of the special features. For chassis devel-
opment 32 regulations were identified. These are listed in
Table 1. The number is variable as new regulations come
into effect or will be replaced. For this reason, the analysis
is an ongoing process.
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Table 1 Extract of relevant standards and acts

Regulation Scope
ISO/IEC/IEEE 29119 Software Testing
IEEE 1028-2008 Software Reviews
1SO 20246 Work product reviews
Automotive SPICE Development Processes
AUTOSAR ECU and SW Development
1SO 26262 Functional Safety
ISO/PAS 21448 Safety of intended function
ISO/SAE 21434 Cyber Security
UNECE R155 Cyber Security
ISO IEC 15408 Cyber Security
NHTSA Cybersecurity Best Practices Cyber Security

for Modern Vehicles
GB 201-5 Software Updates
UNECE R156 Software Updates
1SO 24089 Software Updates
CARB CCR1986 On Board Diagnosis
1SO 15031 On Board Diagnosis
REGULATION (EU) 2017/1151 Emissions
REGULATION (EU) 2017/1154 Emissions
REGULATION (EU) 2017/1347 Emissions
REGULATION (EU) 2018/1832 Emissions
REGULATION (EC) No 715/2007 Emissions
UNECE R49 Emissions
UNECE R83 Emissions
UNECE R154 Emission
VO EU 2018/858 Type approval
GSR (EU) 2019/2144 Type approval
UNECE RO Type approval
UNECE R13 Braking systems
UNECE R13H Braking systems
UNECE R79 Steering systems
UNECE R140 Stability systems
UNECE R141 Tyre pressure systems

The finalization of information gathering represents
the starting point for the development of the test modules
Fig. 3C. A module contains information on the test objec-
tive, entry criteria, test design, test methods, exit crite-
ria and a reference to norm and standards covered by the
module. In this extract the categories Fig. 3B used for
prioritization are black-box testing with the subcategory
“Testing with classes”, white-box testing with the subcat-
egory “Structural testing” and reviews with the subcat-
egory “Review test specification”. The more requirements,
features and thus modules exist, the more categories and
subcategories are needed. Within each category are test
modules that have comparable test objectives. The mod-
ules in the category “Testing with classes” aim to confirm
that the input and output values of a value range lead to the
correct functionality by sorting them into classes.
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Besides this the MTB overview indicates which test
modules are relevant for which special feature Fig. 3D. In
the example the test design method for the special feature
“Base” is equivalence partitioning whereas the method
for the feature “Safety ASIL C” is equivalence partition-
ing and boundary value analysis. Due to different require-
ments the boundary values need more attention but need
more effort for testing.

The quality of the tests carried out is difficult to assess.
One can argue, that the amount of tests carried out is suf-
ficient but in addition it is necessary to perform reviews
and specially designed tools to evaluate the software. With
this the quality will be increased.

3.2 Application of the Modular Testbaukasten

As mentioned before the MTB is part of the test strategy
therefore applied during the planning phase of the funda-
mental test process. During test planning, the MTB serves
as a support for identifying the relevant test activities. In
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Fig. 5 the application process of the MTB is shown. As
soon as the test order is placed the MTB is used as input to
identify test objectives. Therefore, the special features of a
software function are identified based on the SW require-
ments. Depending on the number of special features the
prioritization is either needed or a direct overview over
the test modules serves as output. This output is contem-
poraneous the input for the process steps test planning and
test analysis and design of the fundamental test process.

Prioritization is one essential step to make testing effi-
cient. This is because only the test modules with the high-
est identification rate are used for test design, thus cover-
ing those with lower identification rate and less effort.
The easiest way to illustrate this is with an example.

In the example in Fig. 3 Special Feature “Safety ASIL
C” requires an inspection. Special Feature “Security”,
on the other hand, requires a walk through. Yet, for the
coverage Safety requires the more time-consuming Modi-
fied condition/decision coverage (MC/DC) compared to
branch coverage. For legal compliance it is necessary to
use MC/DC and inspection as methods for testing. For
efficiency reasons only the activities with the higher iden-
tification rate are used.

The use of the MTB adds different values into testing.
The most value is added by resolving the conflict of goals
between efficiency and effectiveness. As it takes differ-
ent standards and acts into account it is ensured the legal
compliance. Secondly the method also takes a variety of
technical aspects into account, such as the changing ECU
and SW technologies. In addition to legal compliance
effectiveness in testing is achieved.

To accomplish not only the effectiveness but also the
efficiency the MTB is based on a modular approach. In
this way only the tests which are advantageous to detect
faults or gathering information about the test object are
performed. Overall, the application leads to reduced test
effort by increasing the informative value at the same time.

This modular approach is shown using an example on
the software level. But it is also usable on different levels
such as the system. As each level has its own require-
ments these need to be extracted separately. However the
performance of testing can increase when only the most
promising tests will be carried out on each level, so in
the end the whole vehicle is tested the most efficient and
effective way.

4 Conclusion

In this paper a modular approach to testing SW in vehi-
cle development was introduced. This approach addresses
the challenge of the changing, more complex development

environment. On the one hand, the technologies in software
development are shifting rapidly. In recent years the num-
ber of software items has increased steadily as well as the
networking and complexity of ECUs. On the other hand,
more and more legal requirements must be considered while
developing vehicles. To maintain development cycles and
improve quality, it is important that software is tested in
a target-oriented manner. To resolve the conflict between
efficiency and effectiveness, a modular test kit, called “mod-
ularer Testbaukasten”, is suggested. This serves as a test
strategy in the test project and is used as input during test
planning. Based on special characteristics of a SW item,
test modules are specified at different test levels. The test
modules are the foundation of test cases. The development
method of the kit answers the following questions:

1. Which special features are relevant for a software project?
Which laws are placed on the software of the project?

3. How do these laws influence the special features and
test modules?

4. How are the test modules allocated to the special features?

One distinguishing feature of the method is the develop-
ment of the special features. The basis is the VDA process
description “special features”, which specifies three special
characteristics. However, as this is not sufficiently granular,
these characteristics are subdivided and restructured.

Furthermore, the importance of researching for regula-
tions, standards and acts was highlighted. These regula-
tions are, one the one hand, the foundation of test mod-
ules and, on the other hand, for the link between special
features and test activities. By categorising and assign-
ing identification rates to the test modules, they can be
prioritised during test case development. Intelligent links
between the test modules ensure that tests are carried out
efficiently and in compliance with the law.

The presented MTB thus resolves the tension between
efficient and effective testing while the development envi-
ronment is changing rapidly. Particular attention is paid
to compliance with standards and laws that go far beyond
ISO 26262. By directly linking standards to test modules,
traceability is ensured at the same time, which serves as
proof that a standard is fulfilled.

Finally, an application example was presented. This
example includes 13 special characteristics and 31 associ-
ated standards. It was again emphasised how prioritisation
can be used to maintain efficiency and effectiveness even
with several special characteristics.
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