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Abstract
An increasingly popular method for defending an integrated circuit (IC) against theft, excess production, and the Hardware 
Trojans (HT) is logic locking. The majority of popular logical locking approaches were also susceptible to the SAT attacks. 
Although it has been reported that there are a number of SAT-resistant logical locking methods, such as Anti-SAT blocks 
(ASB), that lengthen the amount of time it takes to figure out the correct key, the current methods are possibly susceptible 
to removal attacks based on signal probability skew (SPS) or have a high design cost. It is suggested to use an INV/BUFF 
key model that produces an optimized design with less overhead than XOR/XNOR. The suggested method can significantly 
enhance logical locking without compromising security. Moreover, it reduces the area, power, and time overheads, respec-
tively, by 2.76 %, 12.92 %, and 12.7 % in comparison to the XOR-based technique.

Keywords Hardware Security · Integrated circuit · Logical locking · Signal probability skew (SPS) · And Anti-SAT attack

1 Introduction

In today’s world, third-party manufacturing process outsourc-
ing in the production of chip is necessary, even for the great-
est silicon companies, keeping a foundry with modern fabri-
cation capabilities is expensive. Because the offshore some 
of the foundry may be untrustworthy, it offers significant 
security risks from numerous threats like Intellectual prop-
erty (IP) theft, Reverse engineering (RE), overbuilding, and, 
Hardware Trojan (HT) [1]. The IC industries lose billions of 
dollars each year as a result of supply chain assaults. Various 

design-for-trust strategies, including logic locking and cam-
ouflaging [2] have been found to mitigate the aforementioned 
threats. By including extra key gates, such as XOR/XNOR, 
into the architecture, logic locking and encryption has gained 
recognition as a successful way for locking the functionality 
of the design in recent years multiplexer (MUX) , as well as by 
deploying new key-gates/ look-up tables (LUTs) in place of the 
original design [3]. Only when the correct key is pressed does 
the design work properly. An attacker cannot explore the right 
key values as the key bits are stored in a chip with a temper-
proof memory. Logic locking security is at risk if an intruder 
may expose the right key in a timely manner. Notably, the very 
effective SAT assault has been revealed that may disclose the 
correct key within a matter of hours, also with enormous key 
sizes [4]. By employing distinguishing input patterns (DIPs), 
this approach iteratively removes all wrong key combinations.

Motivation of Research Work Various SAT-resistant tech-
niques, like ASB, the availability of ASB makes the amount 
of SAT repetitions required to make the SAT assault exceed-
ingly difficult. The AES circuit-based SAT-resistant tech-
nique necessitates substantial design overhead, but the 
Anti-SAT block-based method is sensitive to SPS-oriented 
removal, AppSAT, and bypass assaults. However, employ 
designed withholding with wire entanglement to obscure the 
Anti-SAT block against the aforementioned assaults. How-
ever, because of the usage of MUX and LUTs, this solu-
tion necessitates substantial overhead with design [5]. As a 
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result, in this research, we suggest innovative ASB design 
and obfuscation methods that can successfully conceal the 
ASB from functional/ structural analysis and SPS-based 
removal assaults with minimal complexity.

Hardware Security The manufacture of integrated circuits is 
currently outsourced to foreign foundries by a large number 
of semiconductor businesses, including Apple. Outsourced 
assembly and test (OSAT). Amkor can also provide test, 
assembly, and packaging services in addition to fabricating 
integrated circuits. To lessen their design effort and adhere 
to stringent time-to-market requirements, even design houses 
may acquire and employ third-party intellectual property 
(3PIP) cores. A number of (perhaps unreliable) agents have 
access to the priceless IP or the actual IC in a worldwide and 
dispersed IC supply chain. Rogue individuals may be able to 
take advantage of important knowledge or endanger the trust 
in the IC design flow as a result of the enhanced access to 
essential assets. As a result of globalization, challenges and 
vulnerabilities related to hardware security have appeared at 
several levels of the IC supply chain.
A. Reverse engineering (RE) is the function of retrieving 

an IC's design and technological information utilizing 
imaging techniques. Reverse engineering is a service 
provided by organizations like Chip Works. To obtain 
confidential information, such as cryptographic keys, 
RE can be used in conjunction with probing techniques.

B. IP Piracy: IP piracy is the term for the improper or 
unauthorized IP usage (e.g. net list or files of GDS-II). 
Important IP cores might be stolen by an attacker and 
passed off as genuine, just like with software piracy. 
Over $4 billion is lost every year to IP infringement in 
the semiconductor business.

C. Overbuilding: IC piracy takes the shape of excessive 
construction at an unreliable foundry. Overproducing 
ICs might allow a dishonest foundry to sell the extra 
units illegally. The cost of the foundry is only slightly 
increased when more integrated circuits are built using 
the same set of masks; the foundry may sell those ICs 
for less than the original IC Company would charge.

D. Hardware Trojans (HT): An IC can have modest, diffi-
cult-to-detect circuitry inserted by malicious parties in 
the design house or foundry that might leak confidential 
information or interrupt services while the IC is operating 
[6]. Since a Trojan's footprint might be rather small, it can 
be challenging to check for Trojans in a circuit, especially 
in the absence of a gold-standard (Trojan-free) reference. 
3PIP utilised in the design or mask modification during 
production are the likely origins of Trojans.

E. Counterfeiting: Falsely created counterfeit integrated 
circuits (ICs) are copies of the real ones that seem very 

similar to the real ones. Out-of-spec, noted, and recycled 
counterfeit integrated circuits are a common sight in aban-
doned electronic equipment. Over 5% of all commercially 
available ICs are fakes. For the semiconductor business, 
fake ICs raise major reliability and security issues.

The objective of the work is for ensuring the security of 
traditional logical blocking methods against SAT assaults, 
it has been created to produce the ASB with minimal over-
head using the INV/BUFF key-gate. To avoid SAT threats, 
it is suggested to use a practical logic obfuscation technique 
with minimal space, power, and efficiency overheads. On a 
conventional benchmark circuit, experimental assessments 
are shown.

Methodology The strong Anti-SAT Block (ASB) design/
integration approach is presented, which successfully thwarts 
the functional/structural modelling elimination attack by 
using certain circuits of the locked existing circuit. Authors 
present an ASB obfuscation method which effectively defeats 
the SPS-based removal assault while needing minimal effort. 
In addition, to increase output corruptibility, we present a 
technique that randomly places the ASB in a locked con-
figuration. Moreover, by locking the design and creating the 
ASB, a new lightweight INV/BUFF key-gates design is cre-
ated to minimize overhead over XOR-based key-gates.

The authors suggest a novel lightweight ASB architecture 
and obfuscation approach. The suggested ASB design and 
obfuscation approaches reduced area overhead by 25.5% 
and 22%, respectively, based on testing results on ISCAS-
85 benchmarks. Not only does it successfully increase logic 
locking security, but it also greatly decreases design over-
head [7]. A novel class of analogue Trojan may interact with 
digital and analogue macros to carry out hardware attacks 
during fabrication time. These large delay-based analogue 
Trojan circuits. It can be challenging to identify analogue 
Trojans since they can start up without any digital input 
signal and operate in a variety of on-chip power domains. 
To initiate an attack against an IC's PMU unit in order to 
build a kill switch [2]. A logic locking approach is created to 
safeguard the IC from hackers in order to increase hardware 
security. Key gates are generated using the Pseudo Random 
Number Generator (PRNG) to conceal the attackers. The 
PRNG output is utilised to produce the input of the circuit 
which can be used for automated testing. The suggested 
method decreases the area as well as the delay. These strate-
gies are insecure and result in power excessive consumption 
[8]. To combat piracy, overbuilding, and RE attacks, use 
an effective logic obfuscation approach. A low-overhead 
logic obfuscation approach for preventing an attacker both 
the layout-level geometry and the gate-level netlist of IP/
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IC are taken from RE. Prevent piracy and overbuilding by 
protecting IP/IC [9].

A True Random Number Generator (TRNG) it is possi-
ble to create a reliable TRNG architecture with just one PLL 
and three on-board primitives as well as a few additional 
basic logic units (e.g. 2 Counters, 8 D-type Flip-Flop, and 
17 LUT. utilised for initial system-wide synchronization 
and post-processing tasks. The final system throughput 
will be reduced if the relative phase shift regulation of the 
FF input signals is not resolved to the best of one's abil-
ity. This will need a more intensive post-processing of the 
raw bitstream [10]. Reduce the number of duplicated key 
inputs and streamline SAT issues. A key checking proce-
dure that increases the amount of faulty keys removed on 
every SAT-solving repetition. This approach can crack 10 
benchmark circuits that were previously impossible to crack 
in one hour. It is immune to SAT-based assaults. The last 
improvement makes it possible for a SAT attack to over-
come the cyclic logic encryption method, which locks a 
circuit by creating cycles and is resistant to the initial SAT 
attack [3]. A unique DFT approach that successfully boosts 
design protection to Trojan attacks while needing minimum 
overhead. The simulation findings demonstrate that the sug-
gested key-gates lower per-gate area and energy by 34.2 and 
35.1 %, respectively, when compared to stack-based key-
gates. This removal attack approximates the absolute differ-
ence of probability skew (ADS) of distinct gates' inputs and 
recognize the gate with the maximum ADS (a gate whose 
inputs are oppositely skewed) as belonging to the ASB. It 
is possible that it will be ineffective in preventing piracy, 
overdevelopment, and RE [11]. CamoPerturb is a counter-
measure to the decamouaging assault that combines logic 
perturbation with IC camouflage. CamoFix, a distinct cam-
ouflaged block, fixes the disturbed minterm, restoring the 
design's functionality. Reviving IC camouflage and making 
it useful against reverse engineering are both achieved by 
CamoPerturb [12].

To break the ASB, use a SPS attack. SPS attacks allow 
for the removal of ASB by recognizing their output gates, 
although if the blocks are architecturally / functionally 
obfuscated. The proposed method decreases both the 
area and the latency. SPS attacks become more effective 
as key size increases [13]. The ASB is used for improve 
the security of the traditional logic locking mechanisms to 
SAT attacks. Address the ASB's susceptibility to differ-
ent removal attempts and study obfuscation strategies to 
avoid these type of removal assaults. Effectively counter 
the SAT assault and other removal attacks [14]. In addi-
tion, outline the assessment criteria used in the literature to 
evaluate the efficacy of hardware obfuscation approaches. 
Device metrics that assist designers in quantifying and 

quickly assessing the success of obfuscation during the 
early design stages are highly needed. The maintainabil-
ity of hardware obfuscation techniques has received lit-
tle attention [15]. Strong Anti-SAT (SAS) is a method of 
ensuring significant application-level effect by assigning a 
collection of key minterms enhanced corruptibility. Strong 
Anti-SAT protects processors from SAT attacks by assuring 
exponential SAT attack complexity and strong application- 
level effect when an incorrect key is used. Comparing 
Strip functionality logic locking (SFLL) to Strong Anti-
SAT (SAS), Strong Anti-SAT delivers stronger security 
and less hardware overhead [16].

Full-lock logic locking systems are SAT-resistant. Every 
time the SAT solver iterates, more recursive DPLL calls 
are required due to full-lock SAT resistance causing each 
iteration to take an extremely lengthy time to finish. If the 
incorrect key is used to activate Full-Lock, the output is 
highly corrupted. It's resistant to removal and algebraic 
assaults [17]. A novel logic encryption approach that uses 
XOR/XNOR key gates to withstand the SAT attack. Com-
pared to the modern XOR/XNOR-based logic encryption 
strategy, the method provides superior security for pro-
tecting against the SAT attack. By encrypting a total of 
22 benchmark circuits, which can be successfully decoded 
within 10 minutes, they become impossible to break within 
1 hour [1]. Time is being analyzed in order to induce a 
transition in functional Trojans. The approach raises net 
transition probabilities above a certain level. Smaller Tro-
jans have the potential to be completely activated and cause 
functional faults [18].

In order to assess the defences from HT, IP piracy, and 
modern threat models, cutting-edge countermeasures, and 
metrics have been established. Systematizes the present 
understanding in this developing subject, including a threat 
model categorization, cutting-edge defences, and assess-
ment metrics for significant hardware-based assaults. Using 
the target threat model and the accompanying metrics, the 
countermeasures may be contrasted with one another by 
structuring the threat/defense scenarios [6]. Encrypting the 
design by introducing extra gates that provide accurate out-
puts only when certain inputs are introduced to these gates. 
A designer can use this approach to controllably corrupt 
the outputs. To be more specific, this strategy aims for a 
Hamming Distance (HD) 50 % between the right, erroneous 
outputs (ideal situation) if incorrect key is used to increase 
uncertainty for an attacker. When compared to random logic 
encryption, the 50% HD objective is accomplished with 
a lesser number of extra gates. Each iteration of this job 
introduces a single key-gate. In big designs, this insertion 
may be computationally costly [5]. Demonstrate how an 
adversary can decrypt the obfuscated netlist in a time that 
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is linear to the number of keys by exposing the key values to 
the output. Create methods to close this security issue and 
make obfuscation genuinely exponential with respect to the 
amount of entered keys. By manipulating only the inputs 
and monitoring the results, IC testing approaches enable 
designers and testers to probe into the design. One way an 
attacker may circumvent logic obfuscation is by using this 
capability [19]. Quantitative security assurances are offered 
by SAR Lock and SFLL (Secure Function Logic Locking) 
against SAT elimination and approximation attacks. There 
isn't any latency overhead as well as the area overhead is 
about 10%, showing the usefulness and efficacy of SFLL. 
Logic locking solution that is affordable and logically safe 
against all assaults [20].

Timing SAT attacks that circumvent the protection 
offered by modern delay locking countermeasures. High-
light the speedy de-obfuscation of delay-locked net lists 
using the suggested Timing SAT attack. Within a sufficient 
length of time, de-obscure the functionality of such delay-
locked architectures [21]. A smart initial key-gate selec-
tion method provides more security. Improve both security 
levels and run-time by accelerating the check for pairwise 

secure key-gate sites. A circuit may be made more secure 
against IP theft and reverse engineering assaults by adding 
more pairwise secure key gates. To determine how long it 
takes to break a circuit, formal analysis is necessary [22]. 
Develop a fault analysis-based logic encryption technique 
to analyze fault propagation in IC testing. When a faulty key 
is used in the design, fault analysis-based logic encryption 
obtains 50% HD between the right and matching incorrect 
outputs. This method has the benefit that each chip already 
comes with a distinct decryption key [23]. The connectivity 
cyclic obscurity strategy underlies SAT attacks. The secu-
rity of cyclic obfuscation must be further assessed since 
cyclic circuits are not amenable to SAT attacks. As a result, 
it is essential to use oracle-guided assaults that can simulate 
such circuits. An important future approach is the thorough 
characterization and execution of the layout level utilizing 
fake gates. SAT attacks are utilised in logic locking and IC 
camouflaging [24].

Compared to previous methods, logic locking safe-
guards the circuit at the foundry level, from SoC inte-
grators, and from hackers. To prevent SAT attack, ASB 
might be embedded in the design. With minimal cost, anti-
SAT blocks may successfully counter SPS-based removal 
attempts. The SAR lock decrease the amount of various 
input patterns needed to find the secret key. Strong Anti-
Sat is an efficient locking method that achieves great lock-
ing effectiveness without sacrificing security.

2  Logic Locking Techniques

Whenever the correct key is inserted into on-chip memory, 
a logic circuit restores the original functionality. As shown 
in Fig.1, to address the special functionality of an IC 
design, more key inputs (key-inputs), on-chip memory, and 
additional key used (key-gates) are supplied. An IC with 

Fig. 1  Overview of logic locking

Table 1  logic locking assaults and their analyses

Attack Sensitization [15] Signal probability skew [24] App SAT [25] SAT [26]

Attack location Producer or Consumer Producer or Consumer Producer or Consumer Producer or Consumer
Threat model Netlist-locked Netlist-locked Netlist-locked Netlist-locked

IC based functional level IC based functional level IC based functional level
Attack method Own separate key bit sensitivity 

for main outputs
Determine output by using 

the signal skew as a trace.
When SAT assaults are combined 

with random oracle queries, It 
is possible to limit multi-layered 
defences to single-layered 
defences.

Using distinguishable input 
patterns, get clear of 
wrong keys

Attack defense Encrypted using strong logic TT lock, SFLL Anti-SAT, SAR Lock Anti-SAT
Type
of attack

Algorithmic attack Removal attack Approximation attack Algorithmic attack

Type
of defense

Pre-SAT Post - SAT Post - SAT -
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key functions (inputs) are connected with on-chip memory 
can operate only successful, when it is programmed with a 
reliable secret. Tamper-proof chip security must be fitted 
to ensure that functional chip's internal signals cannot be 
inspected by an unlicensed foundry.

Logic Locking Attacks Authors discuss several attacks on 
logic locking approaches in this section. Table 1 contrasts 
several attacks in logic locking. Attack location, models, its 
strategy, and defence against the attacks.

Logic locking types: It may be divided into three main 
groups depending on the key-gate types: XOR/XNOR , 
Mux based key gates , and look-up tables (LUTs) based 

logic locking. Figure 2 depicts the IC design procedure 
with locking.

The locked-netlist travels into the unprotected design 
stages. When key is not there, design and specifications 
are lost, the IC is faulty, and incorrect outputs are pro-
duced. To unlock a locked IC, The chip memory has to be 
entered using the correct key.

3  Proposed INV/BUFF Key Model Technique

Modern integrated circuit (IC) development cannot avoid 
outsourcing the production process to a third party because 
maintaining a foundry with sophisticated fabrication skills 

Fig. 2  Logic locking types (a) 
Initial-netlist (b) XOR/XNOR-
oriented method locking (c) 
Locking logic with Mux (d) 
Locking method using the LUT

Fig. 3  INV/BUFF oriented key 
model proposed Key Input Output
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is too expensive, even for the major silicon manufactur-
ers. Since the offshore foundry might not be reliable, 
it raises serious security issues for a variety of threats, 
including IP theft, overbuilding, hardware Trojans (HT), 
and reverse engineering. In the proposed design is in RTL 
level (Design level).

The proposed INV/BUFF key-gate design, gate level sym-
bol, and Truth Table are depicted in Fig. 3. The suggested 

key-gate, like XOR/XNOR-based key-gates, having cor-
rect keys K = 0 and K = 1, can function as an inverter or 
buffer, respectively. With a valid key K = 0 or K = 1, the 
proposed key-gate can serve as an inverter or buffer, similar 
to XOR/XNOR based key-gates. The second level PMOS 
and NMOS of the schematic are turned ON/OFF by the input 
I, which is a value for an intermediate wire indicated in the 
diagram with a bullet point. This structure can also serve as 

Fig. 4  Utilizing both (a) an 
XOR oriented key model (E1) 
and (b) a suggested INV/BUFF 
oriented model a functional key 
K = 0, a half-adder circuit may 
be locked

G1

G2
E1

G4

G3
S

C

K

A

A

B

B

G1

G2

G4

G3
S

C

K

A

A

B

B INV/ BUFF

(a) (b)

Fig. 5  a Schematic of C17 circuit. b Output waveform of C17 circuit
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an inverter and buffer with the distinct valid keys K = 1 and 
K = 0, respectively (inverting the key-inputs). As a result, an 
attacker faces a difficulties when exploring the proper key 
on the netlist at the gate level.

An XOR/XNOR-oriented key model has the same lock-
ing as the key model proposed. As a result, INV/BUFF 
based key model may easily be used in most current lock-
ing methods for locking the functionality of the design 
while simultaneously producing the Anti-Sat Blocks in 
alternative of the XOR/XNOR model. Figure 4(a) and (b) 
demonstrate by combining the XOR and the suggested 
INV/BUFF key model, a half adder can be locked. Only 
when the genuine keys K = 0 and K = 1 are used do both 
locked circuits work properly.

Furthermore, the suggested key-gate may be used for 
locking the functionality of design either by adding an 
inverted gate (INV/BUFF) to an existing gate or by substi-
tuting an existing inverter within the design. Its reasonable 

key size, and suggested key gate may significantly mini-
mize design overhead because it only needs ten transistors 
less overhead than XOR/XNOR design, because it needs 12 
transistors. Moreover, because it has comparable functional 
behavior to the XOR/XNOR key model, the suggested 
key model may be employed in the creation of the feature 
ASB. Furthermore, the suggested key-gate has two distinct 
functions while utilizing a similar physical structure. As a 
result, image processing-based reverse engineering cannot 
provide direct knowledge of design functionality.

4  Results and Discussion

The proposed INV/BUFF-oriented locking blocks' secu-
rity levels are tested. The level of security is determined 
by amount of SAT-attack repetitions. Moreover, power and 

Fig. 6  a Schematic of C17 circuit with INV/BUFF. b Output waveform of C17 circuit with INV/BUFF
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area are calculated. The following schematics and results are 
obtained by using Cadence IC6.1.8.

Analysis of C17 Benchmark Circuit Analysis of C17 bench-
mark circuit with various encryption methods integrated 
with Anti-Sat block along with obfuscation. C17 is a basic 
benchmark circuit has 5-inputs and 2-outputs. Figure 5a 
shows the schematic of C17 benchmark circuit. Figure 5b 
shows the output signal.

The design for the C17 benchmark circuit with INV/
BUFF-based logic locking is shown in Fig. 6a, and the out-
puts for the correct and wrong keys are shown in Fig. 6b. 
The key size for the circuit is 3.

Figure 6a, key bits are mentioned (K) in INV/BUFF, 
Moreover N1 to N7 represents C17 circuit inputs. The 
wave form correct functionality represented at 15ns (When 

Key K=1, and the inputs of C17 circuits N1=0, N2=0, 
N3=1, N6=1, N7=1, the output N22=0 and N23=0 it 
means shows the correct C17 output). When K=0, with 
same input condition, the output of C17 is bad output sig-
nal, it is shown in Fig. 6b at 0 to 1 ns.

Analysis of S27 Benchmark Circuit Analysis of S27 bench-
mark circuit with various encryption methods integrated 
with Anti-Sat block along with obfuscation. S27 is a basic 
benchmark circuit with 5 inputs and 1 output. Figure 7a 
depicts the schematic of S27 benchmark circuit. Figure 7b 
shows the output waveform for S27 benchmark circuit.

Figure 8a show the schematic of S27 benchmark circuit 
with INV/BUFF based logic locking. Fig. 8b show the cor-
rect and wrong key outputs. The key size for the circuit is 3.

Fig. 7  a Schematic of s27 circuit. b Output waveform of S27 circuit
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Analysis of C432 benchmark circuit with various encryp-
tion methods integrated with Anti-Sat block along with 
obfuscation. C432 is a basic benchmark circuit with 36 
inputs and 7 outputs. Figure 9a shows the schematic of C432 
benchmark circuit. Figure 9b shows the output waveform for 
C432 benchmark circuit.

Figure 10a show the schematic of C432 benchmark circuit 
with INV/BUFF based logic locking. Fig. 10b show the cor-
rect and wrong key outputs. The key size for the circuit is 10.

When the number of inverter key and input key is high, 
for example Fig. 10a (C432- 36 inputs with 10 inverter 
key) design the reverse engineering is very difficult. Since 
number of iteration will be more (time taken to reveal the 
correct key). In future author have a plan to work on struc-
tural and functional obfuscation of the cell along with this 
proposed work.

In Table 2 represents the analysis with various encryption 
methods with regard to area, power, and delay.

Fig. 8  a Schematic of S27 circuit with INV/BUFF. b Output waveform of S27 circuit with INV/BUFF
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Fig. 9  a Schematic of C432 circuit. b Output waveform of C432 circuit
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Fig. 10  a Schematic of C432 circuit with INV/BUFF. b Output waveform of C432 circuit with INV/BUFF
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5  Conclusion

The authors present a novel lightweight INV/BUFF-oriented 
locking strategy. A novel INV/BUFF key-gate design is 
suggested, which minimizes overhead while improving the 
design over XOR/XNOR gates. The analysis is done in C17, 
S27, and C432 benchmark circuits and it is observed that 
INV/BUFF key produces less amount of power, area, and 
delay in comparison to the XOR-based obfuscation method. 
The proposed approach, on average reduces 2.76 %, 12.92%, 
and 12.7% of area, power, and delay overhead over XOR-
based technique respectively.
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