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Ukraine warns of ‘massive
cyberattacks’ coming from
Russia on critical
infrastructure sites
Ukrainian officials say they anticipate Russian cyberattacks in
conjunction with potential missile strikes on electrical facilities

The Ukraine war could provide a cyberwarfare manual for Chinese generals
eyeing Taiwan
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Backbone is everything, don’t be owned by your
infrastructure: Lessons from Ukraine for America
Russia — in its Soviet incarnation — was the source of Ukraine’s infrastructure. Postwar pipes
for everything from water to telecommunications in Ukraine is Russian in origin.
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A fter weeks and months of saber-rattling, Russia has brutally invaded
Ukraine. Bullying autocracies are reaching back and executing old
playbooks — in this instance exceptionally audaciously — and around
the globe they will be looking to see how allied democracies react and

respond to Russia’s military aggression. For both attacker and defender, cyber
domain will figure prominently. Indeed, it already has.

Consider “intelligence preparation of the battlefield,” or IPB. It’s what military
professionals do to scope the lay of the land — both physical and virtual — before
taking on their target full bore. And it’s what Russia had been doing in and to
Ukraine before launching fuller-scale operations.

But in the case of Ukraine, the task of IPB was immeasurably simplified for Russia.
Why? Because Russia — in its Soviet incarnation — was the source of Ukraine’s
infrastructure. Postwar pipes for everything from water to telecommunications in
Ukraine is Russian in origin.

This is a serious problem for Ukraine and its allies for a host of reasons. Among
them: Communications within Ukraine and between Ukraine and its partners is
effectively subject to prying Russian eyes. Absent secrecy, Ukrainian
countermeasures are compromised from the get-go.

Having literally laid the groundwork in Ukraine also facilitates Russia’s ability to
attack regardless of Ukraine’s plans to defend. Being equipped with extensive
knowledge of the ins and outs of Ukraine’s critical infrastructure makes it easier to
undermine or take down operations.

Nor does the attacker need to engage in widespread activity in order to achieve
substantial effect. Precisely because critical infrastructure sectors and functions are
often interdependent, the attacker can cause outsized effect by toppling just one
domino in the chain.

Cascading effects of this sort can quickly undermine the trust and confidence that a
people have in their government — especially in a democracy. And trust is the coin
of the realm. Without it, the bonds upon which a modern society rests can quickly
fray with catastrophic results.

The lesson here is that cyber tools and tactics can be used to strategic effect as a
means to an end. Moving forward, cyber domain and cyber techniques will be a
fundamental dimension of warfare. In this respect, Ukraine is an object lesson for
the future.

And it is one that we ignore at our peril. Now think China. Its Belt and Road
Initiative (BRI) has effectively seeded large swathes of the geopolitical landscape
with Chinese Communist Party infrastructure.

So what? The recipients of China’s architecture are building a foundation that is
composed of quicksand. While in principle advancing and modernizing through
BRI, the targets of it are exposing themselves to espionage and to baked-in
vulnerabilities.

Perhaps that’s not a problem today or tomorrow. But the potential for future harm
at a time and place of China’s choosing is real. Keep in mind that compared to the
West, China has shown itself to be more patient and more strategic in its thinking
and in its planning.

More imminently and ominously, think Taiwan. Just as Russian President
Vladimir Putin has loudly proclaimed Ukraine to be Russia’s rightful backyard, so
too the drumbeats from China on Taiwan are getting louder with blunt talk of
reunification by Chinese officials to their Taiwanese counterparts.

It’s tough to put the genie back in the bottle when it comes to all things cyber. Far
better to bite the bullet at the front end and do the hard work that is necessary
there. In this context, an ounce of prevention really is worth a pound of cure.

But in too many cases we must simply take the facts as we find them. Failing to
take note and act accordingly will make a bad situation immeasurably worse. In the
case of Taiwan — a powerhouse for semiconductor chips used heavily in the West
— both U.S. national and economic security are implicated.

Put differently, if Taiwan were to fall to China, then critical U.S. infrastructure
would be effectively owned by China — with our fate subject to their will. From that
vantage point, America starts to look a lot like Ukraine.

China and Russia each know their cyber neighborhood intimately and are both
forces to be reckoned with in this regard. But while Taiwan and Ukraine may each
be outmatched by regional cyber powers who have these two countries in their
target hairs, others must not be paralyzed.

Instead, America and its allies must double down on efforts to deepen resilience
both within and without. There’s no substitute for the ability to bounce back and
thereby frustrate an aggressor. Fortunately, the best defense needn’t just be a good
offense.

Frank J. Cilluffo is the Director of the McCrary Institute for Cyber and Critical
Infrastructure at Auburn University.

Sharon L. Cardash is the Deputy Director for Policy at Auburn University’s
McCrary Institute for Cyber and Critical Infrastructure.
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